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Feature Selection in Source Camera Identification

Kai San Choi, Edmund Y. Lam, and Kenneth K. Y. Wong

Abstract— Source camera identification is the process of
discerning which camera has been used to capture a particular
image. In our previous work, we tackled the problem with a
vector of thirty-six features to train and test the classifier. The
features include the lens aberration parameters and statistical
measurements from pixel intensities. In this paper, we focus
on reducing the feature set by stepwise discriminant analysis.
Simulation is carried out to evaluate the classifier’s performance
by using the full feature set, reduced feature sets and randomly
selected feature sets. The results show that the reduced feature
sets can decrease the processing time while also maintain or
even improve the classification accuracy under some circum-
stances.

I. INTRODUCTION

With the advent of low-cost and high-resolution digital
cameras, there is an increasing popularity of digital images.
However, it is well-known that digital images can be manipu-
lated easily by software and most of the time, the alternations
leave no traces. The credibility of an image hinders the
usefulness of digital images to be presented as news items or
as evidence in court cases. As a result, in image forensics,
one would like to ascertain the source and authenticity of
a digital image. In this paper, we focus on distinguishing
between images captured by a limited number of camera
models.

An approach to solve the camera identification problem is
to make use of the CCD noise patterns in digital cameras.
Because of the manufacturing process, unique noise patterns
(e.g. pixel non-uniformity, dust on lens, dark currents) may
be introduced on the CCD sensor. Lukas et al. [1] proposed
to use a Gaussian denoising filter to extract the pattern
noise. The reference noise pattern of a camera is obtained
by averaging a number of images. The source camera of an
image is then determined by the correlation between its noise
pattern and a candidate camera’s reference noise pattern.

The camera identification problem can also be solved
by extracting a set of features from images and training
a classifier to distinguish images from different cameras.
Kharrazi et al. [2] proposed to extract a number of features
from pixel intensities in order to capture the differences in
image processing methods among camera models. Demosaic-
ing, gamma correction, color processing, white balance and
compression are the standard processes in digital cameras
[3]. However, the exact processing algorithms may vary from
one manufacturer to another. Therefore, by capturing these
traits, it is possible to classify the images from different
camera models.

Authors are with the Department of Electrical and Electronic Engineering,
Universtiy of Hong Kong, Pokfulam Road, Hong Kong {kaisan,
elam, kywong}@eee.hku.hk.

In our previous work [4], we proposed to use lens radial
distortion for the camera identification problem. As all lens
elements inevitably produce some aberrations, they may
leave some unique imprints on the images being produced.
We incorporated our radial distortion parameters with the
features proposed by Kharrazi et al. in the classification. Each
image is represented by a vector of thirty-six features. We
then use a support vector machine classifier (SVM) [5] to
evaluate the success rate of the classification. A reasonably
high accuracy is obtained in the classification.

Obviously, not all the features are equally important. Some
of them may even be redundant and some of them are very
susceptible to noise. They may decrease the classification
accuracy and waste the computational resources. Therefore,
in this paper, we aim at identifying a subset of features
which better discriminate among cameras by the stepwise
discriminant analysis [6]. We also investigate the impact of
using the selected feature set on classification accuracy and
computational performance.

This paper is organized as follows. In Section II, we
first introduce our full set of candidate features. In Section
III, we describe the details of the feature selection method.
Experimental results for the three camera case are provided
in Section IV. The future work and conclusion are presented
in Section V.

II. CANDIDATE FEATURES

Two types of candidate features are constructed. The first
type of features is lens radial distortion parameters. They are
used to capture the geometric footprints left behind by the
lens on the images. The second type of features is proposed
by Kharrazi et al. They capture the photometric effect left
by the color processing algorithms on the images.

A. Lens Radial Distortion

The lens radial distortion [7] causes straight lines in the
object space to be rendered as curved lines on the film or
camera sensor. It originates from the transverse magnifica-
tion, MT , which is the ratio of the image distance to the
object distance. Since lens has a spherical surface, MT is
a function of the off-axis image distance, r, rather than a
constant. In other words, a lens has various focal lengths
and magnifications in different areas. Barrel distortion occurs
when MT decreases with r. Similarly, pincushion distortion
occurs when MT increases with r. Fig. 1 shows an example
of barrel distortion and pincushion distortion.

Due to manufacturing cost, most lenses are limited to
spherical surfaces with inherent radial distortion. The distor-
tion can be corrected by manipulating the system variables
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Fig. 1. Distortion of a rectangular grid. Left: Undistorted grid. Middle:
Grid with barrel distortion. Right: Grid with pincushion distortion.

(indices, shapes, spacing, stops and etc.). However, the de-
gree and order of compensation vary from one manufacturer
to the others or even with different camera models by the
same manufacturer. Therefore, lens from different camera
models may have different degrees of radial distortion. Apart
from the design, focal length also affects the degree of
distortion [8]. Usually, lenses with short focal lengths have a
larger degree of barrel distortion, while lenses with long focal
lengths suffer more pincushion distortion. As a consequence,
lenses from different cameras may leave unique imprints on
the pictures being captured.

The lens radial distortion model can be written as an
infinite series. In this paper, we only use the first and second
order distortion parameters as an estimate of the degree of
distortion in an image. The lens radial distortion can be
written as:

ru = rd + k1r
3
d + k2r

5
d (1)

where ru and rd are the undistorted radius and distorted
radius respectively, and k1 and k2 are the first order and
second order distortion parameters respectively. The radius is
the radial distance

√
x2 + y2 of a point (x, y) from the center

of distortion. The center of distortion is regarded as the center
of an image in this paper. Devernay’s straight line method
[9] is used for computing the radial distortion parameters.
An implementation of Devernay’s algorithm in Matlab is
publicly available [10]. We modified the program to estimate
distortion parameters, k1 and k2, from each image.

B. Features Proposed by Kharrazi et al.

Kharrazi et al. [2] proposed to extract thirty-four features
from pixel intensities on an image. The features include
average pixel value, RGB pairs correlation, center of mass
of neighboring distribution, RGB pairs energy ratio, wavelet
domain statistics and a set of Image Quality Metrics (IQM)
[11][12]. It is believed that these features capture the differ-
ences in the color processing algorithms of different cameras.

III. FEATURE SELECTION METHOD

In this paper, we use an empirical method to select a
subset of features. One simple statistical method to measure
the discriminatory power of a feature is the analysis of
variance (ANOVA) [13]. ANOVA is a statistical test for
heterogeneity of means by analysis of group variances. It
measures the F-ratio which is the ratio of the between-groups

variance over the within-groups variance. The larger the F-
ratio is, the higher is the likelihood of that feature being
more discriminative. However, the F-ratio only considers
one individual feature at each time, and it provides no
information about the interactions between features.

Stepwise discriminant analysis is a more advanced method
based on ANOVA. It can overcome some the limitations of
ANOVA, yet is still simple to use. In this paper, we use
stepwise discriminant analysis to do the feature selection.

A. Stepwise Discriminant Analysis

In the stepwise discriminant analysis [6][14], features
are chosen to enter or leave the model according to the
significance level of an F-test (partial F statistic) from an
analysis of covariance, where the features inside the model
are covariates and the feature under consideration is the
dependent feature. Stepwise selection begins with no features
in the model. Initially, the F-ratio of each candidate features
is calculated. The feature with the highest F-ratio is selected
to the model. After the initial step, features are selected to
move in or move out of the model by the significance level
of the partial F statistic. If the feature in the model with the
lowest partial F statistic has a lower value than the specified
criterion (F-to-remove), that feature will be excluded from
the model. On the other hand, if the feature outside the model
with the highest partial F statistic has a higher value than
the specified criterion (F-to-enter), that feature will be added
to the model. The considerations of adding and removing
features are taken alternatively. The selection process stops
until all the features in the model exceed the F-to-remove and
all the features outside the model are below the F-to-enter.

By using Monte Carlo simulations, Costanza and Afifi [14]
recommends to select a minimum F-to-enter corresponding
to a maximum α level, 4.0, and a minimum F-to-remove less
than the F-to-enter, 3.9.

IV. EXPERIMENTAL RESULTS

The experiments are divided into two parts. The first part
of the experiment is to identify a subset of features that
is best discriminant to the cameras. The second part of
the experiment is to verify the discriminatory power of the
selected feature set.

In order to evaluate the result of feature selection on clas-
sifier accuracy and the computational time, three experiments
were conducted. The first experiment included all the features
(i.e. no feature selection) in the classification. The second
experiment only included the selected features obtained from
stepwise discriminant analysis. For the third experiment, we
randomly selected the same number of features as the second
experiment.

A. Cameras and Test Images

In our experiments, three different cameras were used.
They are recent models from three different manufacturers.
The Camera A and Camera B were used to produce 1600 ×
1200 images, while Camera C was used to take 2560 × 1920
images. The images were taken with no flash, auto-focus, no
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TABLE I

CAMERAS USED IN EXPERIMENTS AND THEIR PROPERTIES

Camera brand Resolution Image Format

Camera A 1600 × 1200 JPEG

Camera B 1600 × 1200 JPEG

Camera C 2560 × 1920 JPEG

Fig. 2. Sample images obtained using the Camera A.

manual zooming, best JPEG compression quality and other
default settings. The configurations of the cameras are shown
in Tab. I. Each camera was used to take 100 images randomly
around the university campus. Some of the samples from our
image data set are shown in Fig. 2. After collecting the data
set, the proposed features were measured from each image.
Based on these images, we randomly generated 10 pairs of
training data set and testing data set. Each data set had 50
images from each camera.

B. Feature Selection Results

We used the SAS software packages to perform the
stepwise discriminant analysis. In our previous work [4],
we have shown that the lens radial distortion parameters are
useful in camera identification. Therefore, instead of starting
with a null model, we began the feature selection process
with a model having the radial distortion parameters.

We performed the stepwise discriminant analysis on the
10 training data sets. For each data set, about 18 features
were chosen by the stepwise selection process. In order to
determine the number of features in the selected model, a
five-fold cross validation was carried out on five cases: the
top 2, 4, 8, 12 and 16 features. Cross validation is an estimate
of a selected feature set’s performance in classifying new
data sets. Therefore, it was used to determine the best number
of features in a model.

In a five-fold cross validation, a training data set was
divided into five equal subsets. Sequentially, four subsets
were used to train a classifier and the remaining subset was
used to test the classifier. Each subset took turns to be the

Testing data set 1

Camera C (100 images)Camera A (100 images) Camera B (100 images)

Training data set 1

(a) 50 images were randomly selected from each camera to form
a training data set. A corresponding testing data set was formed
by the rest of the images. 10 pairs of training and testing data set
were generated.

Features extracted from
selected features
List X of rankedStepwise discriminant

analysistraining data set X

(b) Proposed features were extracted from each training data set.
One ranked selected feature list was created for each training data
set by stepwise discriminant analysis.

selected features
List X of ranked

best number of

fold cross
validation

Determine 

features by five− Selected feature set 
for training data set X

(c) Five-fold cross validation was performed on each feature list
to determine the best number of features in a model. A selected
feature set is obtained for each training data set.

Fig. 3. Experimental procedures for feature selection.

testing subset. The process was repeated five times and the
cross-validation accuracy was the percentage of data which
were correctly classified. Cross validation was performed on
10 training data sets. To facilitate reading on a small graph,
Fig. 4 only shows the cross validation accuracies of 5 training
data sets.

According to Fig. 4, there is an increase in the accuracy by
adding the number of features to 8. However, the accuracy
starts to drop when the number of selected features is beyond
8. Therefore, we concluded that there was no advantage in
using more than the top 8 features and the computational
time reduction can be achieved by using top 8 features.
Therefore, the first 8 features selected by stepwise discrim-
inant analysis were used to represent the selected feature
sets. The other 5 training data sets not shown in the figure
had the similar trend with 2 exceptional cases. One data set
showed a peak cross validation accuracy at 4 features and
the accuracy dropped beyond that. Another data set had the
same accuracies for 4, 8, 12, 16 features. According to our
previous discussion, the best number of features for these
two data sets is 4 and 16 respectively. An illustration of the
feature selection procedures is shown in Fig. 3.

Each training data set had its own selected feature set.
We summarized the results by counting the number of
occurrences of each feature. The more frequent a feature
in the selected feature sets is, the more independent is that
feature of the image content. The number of occurrences of
each feature is shown in Tab. II. Some of the features with
too few occurrences are omitted in the table.

In Tab. II, despite the lens radial distortion parameters,
k1 and k2, which were added manually, the third to sixth
features appeared very frequently in the selected feature
sets. These features are related to the Image Quality Met-
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Fig. 4. Cross validation accuracy as a function of the number of features
used. There is an increase in the accuracy by adding the number of features
to 8. However, the accuracy starts to drop when the number of selected
features is beyond 8.

TABLE II

FEATURES SELECTED IN THE 10 TRAINING DATA SETS AND THEIR

NUMBER OF OCCURRENCES

Number Feature No. of oc-
currences

1 Lens radial distortion parameter k1 10

2 Lens radial distortion parameter k2 10

3 Spectral phase error 10

4 Czenkonowski correlation 9

5 Spectral magnitude error 8

6 Mean square error 8

7 Mean absolute error 4

8 Mean of vertical subband on green plane 4

9 Mean of diagonal subband on blue plane 3

10 Center of mass of neighboring distribution
on red plane

3

rics (IQM), which provide qualitative data about the image
quality by measuring the variation between the filtered and
original image. It seems that they are independent of the
changes in image content. On the other hand, the eighth to
tenth features may be somewhat dependent on the image
content because they are measurements of a particular color
plane. As a result, they appear in lower ranks.

C. Classification Results for Each Feature Set

The first experiment used all thirty-six features in the
classification. It acts as a control experiment to compare the
differences in classification accuracy both with and without
feature selection. In the second experiment, we used selected
feature sets to perform the classification. In the third exper-
iment, we randomly selected the same number of features
as the second experiment to train and test the classifier.
This experiment is also a control experiment and shows the
difference in performance between stepwise feature selection

TABLE III

THE CONFUSION MATRIX FOR CAMERA IDENTIFICATION BY FULL

FEATURE SET

Predicted (%)

Camera A Camera B Camera C

Actual (%) Camera A 91 9 0

Camera B 11.6 87.8 0.6

Camera C 0.6 0.4 99

Average Ac-
curacy (%)

92.6

TABLE IV

THE CONFUSION MATRIX FOR CAMERA IDENTIFICATION BY SELECTED

FEATURE SETS

Predicted (%)

Camera A Camera B Camera C

Actual (%) Camera A 96.6 3.4 0

Camera B 5.4 93.8 0.8

Camera C 0.2 0.2 99.6

Average Ac-
curacy (%)

96.67

and random selection.
A SVM classifier was used in order to see the effectiveness

of the feature selection. We use the SVM classifier available
in the LibSvm package [15]. Each time, we used a training
data set to train the classifier and used a corresponding
testing data set to evaluate the classification results. The
average classification accuracy of the 10 training and testing
data sets in the first and second experiment are shown in
Tab. III and Tab. IV respectively.

The average classification accuracy by the full feature
set and the selected feature sets is 92.6% and 96.67%
respectively. The selected feature sets had a slightly better
performance because the feature selection process removed
some noisy and redundant features. These features can
degrade the accuracy of the SVM classifier, causing it to
use less-than-optimal features in the classification [16][17].
As expected, the random feature sets had a relatively low
accuracy (79.69%). This shows that the stepwise discriminant
analysis is important in choosing a feature subset.

The processing time required for training and testing of
each feature set is shown in Tab. V. The time records were
normalized to the processing time required for testing the
selected feature sets. The training time of the selected feature
sets was about 15% less than that of the full feature set
because the processing time of a classifier depends on the
number features [16]. It is interesting that the training time
of randomly selected feature sets were longer than that of
the selected feature sets, though they had the same number
of features. During the training of the SVM classifier, we
require to search the parameters (C and γ) for the radial
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TABLE V

TOTAL PROCESSING TIME REQUIRED IN THE 10 TRAINING AND

TESTING DATA SETS

Feature Set Normalized
Training Time

Normalized
Testing Time

All Features 194.9 1.2

Selected Features 165.4 1.0

Randomly Selected Features 191.4 1.1
Note: The time is normalized to the processing time required
for testing the selected features.

basis function kernels. If the features contradict with each
other, it may take more iterations to settle the parameter
selection. A simple experiment can be done to verify this.
Therefore, a good reduced feature set can reduce the training
time by decreasing the amount of data input to the classifier
and the number of iterations in the parameter selection.

V. CONCLUSION

In this paper, we investigate the problem of feature selec-
tion in source camera identification. We propose to use an
empirical method to select a subset of features in order to
improve the classifier’s performance. Stepwise discriminant
analysis is used to identify a subset of useful features.
Simulations were done on comparing the full feature set,
reduced feature sets and randomly selected feature sets. The
results show that the reduced feature sets can improve the
classifier’s accuracy and reduce the required processing time.

Although our reduced feature sets show encouraging re-
sults on the classification performance, they are not optimal
feature sets. In stepwise discriminant analysis, the selection
process does not consider the relationships between features
that have not been selected during the selection process.
Therefore, some important features may be excluded in the
process. In the future, a more sophisticated feature selection
method based on the features’ statistics as well as features’
theoretical meanings can be used to further improve the
result.
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