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1 Introduction

Routing is a process of finding a network path from a source node to a destination node. In order
to deal with the scalability problem, large networks are often structured hierarchically by group-
ing nodes into different domains. Each domain that participates in the InternefAistamomous
System In a hierarchical network, different routing protocols can be used at different levels. In
the Internet, a path-vector routing protocol, which is enhanced from the distance-vector protocol,
called BGP, is used fanter-domain (inter-AS) routinghat finds a path from one domain to an-
other. Each AS, on the other hand, selects its ovna-domain (intra-AS) routing protocdb find
a path from one node to another within the same domain. OSPF (a link-state routing protocol) and
RIP (a distance-vector routing protocol) are examples of IETF-standardized intra-domain routing
protocols.

A good routing protocol should find the “best path” from a source to a destination. In most
standard routing protocols, the “best path” usually refers to the shortest path in terms of a single
metric. This single metric may be the number of hops, delay, bandwidth, cost (such as adminis-

trative cost), and so on. Both link-state and distance-vector protocols can find a path, say, with
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Figure 1: A simple network wheree, y) represents the QoS metrics of security level and band-
width, respectively.

the minimum hop count, minimum delay, maximum bandwidth, or minimum cost, from one node
to all the other nodes in the network. Unfortunately, when it comes to two or more metrics, the
problem offinding the best patts not trivial anymore.

Consider the simple network in Figure 1. The tufifey) associated with each edge represents
the QoS metrics of security level and bandwidth, respectively. Note that the network contains both
unidirectional edges and bidirectional edges. The QoS of the path £ — D is (min(13,

6), min(10, 11)) = (6, 10) while the QoS of path — B — C' — D is (9, 7). The former is

better in terms of bandwidth and the latter is better in terms of security level. No matter which
path is selected as the “best” and kept in the routing table, some feasible QoS requests will not
be admitted. Suppose that Nodedecides to keep path — B — C' — D in its routing table

and then receives a routing requestitdhat requires 8 units of bandwidth value. By checking its
routing table A thinks that there is no path from itself fo having 8 units of bandwidth and rejects

the request. However, the request is actually feasible since it is supported by path — D.

If the parameters of all the paths from a source to a destination are plotted on a bandwidth-
security level plane geometrically, the region of supported services forms a staircase. Figure 2

illustrates the idea. Pointd, 4), (4, 13), (6, 10), (9,7), (11,5), and(13,4) refer to the parameters
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Figure 2: Parameters on bandwidth-security level plane.

of the paths from Nodéd to D. (9, 7) is definitely better thafy, 4) since it is better in both security
level and bandwidth. Howevef9, 7) is neither better thaf6, 10) nor (11,5). The shaded area
represents the feasible requests that can be supported by at least one path. To see why the area
is a staircase, we look at the region supported by a certain patfi9say (9,7) can support all
requests of security level requirement not larger than 9 units and the bandwidth requirement not
larger than 7 units. The supported security level and bandwidth values of that path fall into the
lower left quadrant of9, 7). The region supported by all paths is the union of the regions of all
paths, forming a staircase as shown in Figure 2. This staircase can be represented by the points on
the convex corners of the stairs and these points are referreddprasentative pointhat can be
identified in polynomial time [1].

Although the region of supported services can be represented by a set of representative points,
it is not scalable to advertise the whole staircase to neighbors for routing. For example, in Figure
1 with the distance-vector routing protoca!, should advertise tX the QoS information from
itself to D. It would be too expensive if the whole staircase is advertised. The authors in [1] have
developed dine segmenapproach to solve the problem. A line, as shown in Figure 2, is used to
approximate a staircase. Since a line can be uniquely represented by two points, advertising line

segments reduces the size of the disseminated information dramatically so as to make it relatively



inexpensive.

Unfortunately, as the supported services represented by a line is not the same as the staircase,
some QoS information may be lost. The optimum line is the one that minimizes the area between
itself and the staircase. Referring to Figure 2, this area is the sum of the areas of the triangles
formed between the staircase and the line segment. [1] uses linear regression to find such a line,
without dealing with the more complex objective function to minimize the captioned area. The
line segment approach is further studied as parttopalogy aggregatioscheme in hierarchical
networks. Topology aggregation refers to the process of summarizing the internal topology infor-
mation of a domain and is defined by the ATM PNNI standard. A link-state based routing protocol
is developed to work with the line segment representation in [1]. In [2], the authors study how the
line segment technique can be adopted for distance-vector based routing protocols when delay and
bandwidth are considered.

In this paper, we study how to apply the line segment representation when bandwidth and
security level are considered. As there are not many studies on how to put QoS information into
the context of inter-domain routing, it is worth expanding the QoS routing research onto this area.
The rest of the paper is organized as follows: Section 2 presents our network model and Section 3
presents the notations being used in our paper. Section 4 describes our main findings, followed by

our simulation results in Section 5.

2 Network Model and Problem Statement

A large network consists of a set of domains and links that connect them as shown in a simple
network in Figure 3. It is modelled as a directed graph where link metrics can be asymmetric in
the two directions. A node is calledoarder nodgblack nodes in Figure 3) if it connects to a node

of another domain.

A domain is modelled as a tup(&’, B, E), whereV is the set of nodes in the domaii,C V'



Figure 3: A simple two-level hierarchical network.

is the set of border nodes, aitis the set of directed links among the node¥inTo simplify our
discussion, we refer border notlef domaind asd.i. In Figure 3,A.1 and A.2 are border nodes of
domainA. The entire network is modelled &5, L), whereG ={g;|g; = (V;, Bi, E;),1 <i < N}
is the set ofV domains and. is the set of links connecting domains.

Thelinks inL andE;, 1 < i < |G|, are callegphysical links Note that a “physical link” inl_ is
basically a layer-3 link. The QoS parameter of a physical link is denoted as Ep#iit), whereS
is the security level an@l/ is the link bandwidth. Each pair @f5, W) represents a single point on
the bandwidth-security level plane. ghysical pathfrom nodeuv, to nodev,, which is denoted by
(vo = v1 = vy — ... = U1 — vy, CcONsists of a set of directed links;, v;1) € Ui<i<jqEFU L,
for 0 < i < k. Let(S;—i11, Wi_iy1) be the QoS parameter of link;, v;11), wheresS; ;. is
the security level andil’;_.,,, is the bandwidth ofv;, v;;1). The security level of the path from
vy t0 vy, is M= {S;_;4+1} and the bandwidth is mfno, {W;_,,,}. For example, ifc = 3 and
the parameters dfvy, v1), (v1,v9), and(vy, vs) are (3,5), (5,4), and (6,4), respectively, then the
security level ofvy — v; — vy — w3 is MIN{3,5,6} = 3 and the bandwidth is m{i, 4,4} = 4.
In the geometrical representation, like in Figure 2, the QoS parameter pair of a physical path is
denoted by a point in the bandwidth-security level plane.

A border router running the BGP protocol advertises its path information to neighboring border

routers. By applying the distance-vector routing protocol mechanism, every domain can construct



a routing table that specifies the next hop neighbors on the shortest path tree for all other domains.
For example(”.2 knows thatl".1 is its direct neighbor and it relays this informationdol. Since
C.1 andC'2 are in the same domain, even if they may be several hops away, they are regarded as
direct BGP neighbors. Whefl.1 gets the information frond’.2, C.1 knows that it can reach.1
throughC'.2. It then informsB.2 that it can reacl.1. If a single QoS parameter is considered,
say bandwidth, border nodes should also advertise the bandwidth information. There are two paths
from A.2 to T'.1. Suppose that the bandwidth value of the lower path is larger. Th&rshould
specify in its routing table that the next hop neighbor leadin@'tois D.1. Furthermore,A.2
advertises only the lower path’s bandwidth valueita.

However, when two (QoS) parameters are considered, the distance-vector calculation and ad-
vertisement procedure are not trivial. In this paper, we identify and solve the three main problems

that directly follow from routing with security level and bandwidth as the metrics:

1. How canB.1 find the QoS from itself t&".1? We assume that the QoS frarhl to C'.2
and the QoS fronB.1 to B.2 are represented by line segments as discussed in Section 1.
Although the QoS of the inter-domain links.2 to 7.1 and B.2 to C.1 are both(S, W)
tuples, we have to join these QoS parameters together to find the QoFfiaim7".1. This

is described in Section 4.1.

2. Also, whenA.2 advertises tod.1 the QoS information leading th, it may not be possible
to determine whether the upper path or the lower path is better. Therefore, in order to embed
as much of the underlying QoS information of the paths as possible in advertisement, we

have toaggregatehe QoS of the two paths together. This is described in Section 4.2.

3. Finally, how should the routing table of an individual node be changed in order to cope with
the new routing mechanism so that the node can determine how to forward a packet upon

receiving a QoS request? This is described in Section 4.3.



3 Notation

This section describes the notations being used in our proposed work in subsequent sections.
When the parameters of all the paths from source to destination are plotted on the bandwidth-
security level plane, a staircase can be drawn such that the supported service area lies on the
bottom-left quadrant of the staircase as already mentioned in Section 1. An example is shown in
Figure 2. Since it would be too expensive for a node to advertise the whole staircase, a line segment
is constructed to approximate it. Such line segment is used to represent the QoS of multiple
physical paths between a source-destination pair. Given the QoS parameters, we foliow the
segmenapproach developed by [1] to find such a line.
The security level and bandwidth of a QoS paimin the bandwidth-security level plane are
denoted a®.s and p.w, respectively, so a QoS poiptcan be written as a tuple.s, p.w). In
our discussion, a line segmehts denoted a$l.lp, l.up] wherel.lp andl.up are the lower and
upper endpoints of the line, respectively. Thus, the two endpoints of a QoS line can be written as
(l.up.s, lL.up.w) and(l.Ip.s, l.Ip.w). Moreover, we denote the security level of a line segniextt
bandwidthbw as!.SLatBW (bw), and the bandwidth of the line segment at security levels
[.BWatSL(sl).

Definition 1 A point p is more representative than a pgintf and only if

e p.s#£p.sorpw#p.w,and,
e p.s>p.sandpw > p.w.

Definition 2 Given a setS of points on the bandwidth-security level plarie,y) € S is a
representative point of if and only if there does not exist any other point,y’) € S which is
more representative thdm, y). Otherwise(z, y) is a non-representative point.

Any staircase can be uniquely specified by a set of representative points. Notéthanifins

the parameters of all physical paths from the source to the destination;thierwhich consists of



the representative points only, is as descriptive as including all paingg € S on the bandwidth-
security level plane, since non-representative points can simply be ignored without affecting the
supported service area as illustrated by the peint) in Figure 2. The representative points of
stair are denoted asp,, rps, ..., rp, from the bottom-right corner to the top-left corner and we
can represent a staircase asir = (rpy, rp, ..., 7p,) Where every element is a representative
point. When there are multiple staircasesir; andstair, to be referenced, the representative
points ofstair, andstair, are denoted aspy, rpy, ..., rp,,, andrp?, rps, ..., rp2,, respectively. If a
particular segment oftair is to be referred, we use the notatigir,, , stairy,, ..., stairy,,, etc.

A null staircasemeans there is no representative point in the "staircase”.

Consider two QoS pointg; andpt,. If pty is more representative thai, we represent it as
pte = pt1 Or pty < pto. If pty is NOt More representative thaty, we represent it agt, 3 pt; or
pt1 A pta.

We make use of the variabdes,,, wheren = 1,2, 3, ..., to denote either a QoS poiat a QoS
line. We define @0S join operatioron two Qo0Ss;jos; andgos, as a QoS finding process for a
path(v, — v, — v.) where the two concatenating paths — v,,) and(v, — v.) are ofgos; and
qos,, respectively. The join operation is denoted using the symidl Thus, if qoss is the QoS
of the path(v, — v, — v.), thenqgoss = qos; ® qos,.

The union operation of multiple QoS8gosy, goss, ..., gos,) is defined as the total supported

service region supported by those QoSs. This union operation is den@ted@sgossU...Ugos,,).

4 QoS Routing Mechanism

4.1 QoS Join Operation

A logical inter-domain or intra-domain path, — v,) can be a QoS point or a QoS line. To find

the join of two pathgv, — v,) and(v, — v..), three cases are possible — a point joining another



point, a point joining a line, and a line joining another line. For the case of a point joining another
point (rp; @ rps), the join result is a QoS point &tnin(rp;.s, rps.s), min(rp;.w, rps.w)). The
explanation is trivial. If a routing path is the concatenation of two physical links, then the combined
supported QoS is the composition of the worst case of every metric supported in the two links.

In the following subsections, we prove and describe the join operations of a point against a line

and a line against another line.

4.1.1 Joining a point and a line

To provide a joining mechanism of a QoS pojnand a linel, we shall derive it by considering
the original staircasetair with representative point, rps, ..., rp, that will be approximated by
the linel. Assumep is the QoS of the physical linkv,, v,) andstair is QoS of the logical path
(vpy — v.). Since everyp; for 1 < i < n represents a physical linky, v.), the join operation can
be viewed as combining the QoSmivith everyrp; in stair. In other words, the QoS of the path

(va — vy — v.) is the union of the individugh & rp;. Therefore, we have:

p®stair = (p@rp)U(p@rpy)U...U(pDrp,)
= (min(p.s,rp1.s), min(p.w,rp;.w)) U (min(p.s, rps.s),
min(p.w, rpe.w)) U ... U (min(p.s, rp,.s), min(p.w, rp,.w))

(min(p.s, rp;.s), min(p.w, rp;.w)) @)

n

(2

Given staircasetair on the bandwidth-security level plane, the plane can be divided into seven
regions, as shown in Figure 4. The mechanism of the joining is different whenp@ntcated
in different regions on the plane. Mathematicatlys said to be in a particular region according to

the following:
e Region/: there exists some pointp, € stair such thatp, is more representative than
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Figure 4: The seven regions on the bandwidth-security level plane when a staircase is given.

e Region/I: p.s < rp,.sandp.w > rp,.w.

Region/II: p.s > rp;.s andp.w < rp;.w.

Region/V: p.s > rp;.s andp.w > rp,.w.

RegionV: rp,.s < p.s < rp;.s andp.w > rp,.w.

RegionVI: p.s > rpi.s andrp.w < p.w < rp,.w.

RegionVII: p.s < rp;.s andp.w < rp,.w and there does not exist any poinpt. € stair

such thatp, is more representative than

Now, we derive the result of joining fgrin each region. The graphical representation of each

case is shown in Figure 5.

1. Region/:
The physical meaning of this situation comes directly from the fact that the physical link
(va, vp) constraints both the bandwidth and security level of the aggregatedwpath v, —
v.). By definition of Region/, there exists a tuple dinin(p.s, rp,,.s), min(p.w, rp,.w)),

1 <m < mn, in Equation 1 thatis equal {p.s, p.w). Every other tuple, 1 < i # m < n, of
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Figure 5. Graphical representation of all cases for a QoS point joining a QoS stair (aggregated
service area denoted as the shaded region).
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the join yields(p.x;, p.y;) wherep.x; < p.s or p.y; < p.w. Therefore, excepp.s, p.w) all
other joined tuples are non-representative points. The resulting QoS for the join operation is

a single point afp.s, p.w), as shown in Figure 5(a).

. Region/I:

By evaluating Equation 1, we have

p @ stair = (p.s,rp1.w) U (p.s, rpe.w) U ... U (p.s, rp,.w) (2)

The physical link(v,, v,) constraints the security level of the aggregated pgils, rp,.w)
is more representative thdp.s, rp;.w), (p.s, rpe.w), ..., (p.s, rp,—1.w) because it has the
largest bandwidth. The resulting QoS for the join operation is a single poiptsatp,,.w),

as shown in Figure 5(b).

. Region/II:

By evaluating Equation 1, we have

p @ stair = (rp;.s, p.w) U (rpa.s, paw) U ... U (rp,.s, p.-w) 3)

The physical link(v,, v,) constraints the bandwidth of the aggregated péath;.s, p.w) is
more representative thanps.s, p.w), (rps.s, p.w), ..., (rp,.s, p.w) because it has the largest
security level. The resulting QoS for the join operation is a single poift;ats, p.w), as

shown in Figure 5(c).

. Region/V:

By evaluating Equation 1, we have

p @ stair = (rp1.s,rpr.w) U (rpa.s, rpg.aw) U ... U (1p,.S, rpp.w) 4)

12



In this situation, the physical linkv,, v,) does not put any constraint on bandwidth nor
security level no matter what path for the rogtg — v.) is chosen. Therefore, the result
of the join returns the union of all the original representative pointgdiv, so the resulting

QoS for the join is the original staircaseuir, as shown in Figure 5(d).

. RegionV:
In this case, we solve the problem by breaking the stairease into stair; with represen-
tative points py, rps, ..., rp, andstairy with representative pointy. 1, rpr+2, --., "Pn SUCh

thatrpg.s > p.s > rpro1.s. Note thatstair = stair, U stairy. Therefore, we have

p @ stair = p® (stair, U stairs)
= (p@® stairy) U (p @ stairy), where
p @ stairy = p@ (rpyUrpy U...Urp), and

p @ stairy = P B (rpgy1 Urpere U ... Urpy,) (5)

For the case @ stairy, p is in fact in Region/ I of stair,. Following the discussion above,
the resulting QoS is therefore a point(ats, rp,.w). For the case @ stairy, p is in fact

in Region!V of stairy. Following the discussion above, the resulting QoS is therefore the
original staircasetair,. Thus, the aggregated QoS of the join operation is a new staircase
stair’ composed ofp, = (p.s, rp,.w) and all the representative pointsstuirs, as shown

in Figure 5(e). Note that the poinp, must be a representative pointdtuir’ because its

security level is greater than every pointsitair,.

. RegionV I
In this case, we follow similar approach by breaking the stairgase into stair,; with rep-
resentative pointgp,, rps, ..., rpr @andstair, with representative pointS. 1, 7pki2, - "Pn

such thatp,.w < p.w < rpg,1.w. Therefore, Equation 5 still applies.
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For the case @ stairy, pis in fact in Region/ V' of stair;. Following the discussion above,
the resulting QoS is therefore the original staircager,. For the case @ stairy, p is in

fact in Region/ I of stair,. Following the discussion above, the resulting QoS is therefore
a point at(rpx.1.s, p.w). Thus, the aggregated QoS of the join operation is a new staircase
stair’ composed ofp, = (rpk+1.s, p-w) and all the representative pointssituir;, as shown

in Figure 5(f). Note that the pointp, must be a representative pointsdtuir’ because its

bandwidth is greater than every pointsiuir;.

. RegionV II:
The proof of this case is the combination of that in Regidand Regionl/I above. The
staircase is broken down into:

e stair, With representative point%,, rps, ..., rp;

e stairy With representative point®;.1,rpji2, ..., Dk

e stairs with representative point. 1, 7prr2, .-, ™Pn

with the criteria thatp;.s > p.s > rp;1.s andrp,.w < pw < rpgyq.w.

Note thatstair = stair; U stairy U stairs. Therefore,

p @ stair = p® (stairy U stairy U stairs)

= (p @ stairy) U (p & stairy) U (p & stairs), where
p® stairy, = p@® (rp1 Urpa U...UTp;),
p® stairy, = p@® (rpjr1 Urpjse U ... Urpg), and

p @ stairys = p@ (rpey1 Urpra U ... UTpy) (6)

For the case @ stairy, p is in fact in Region/ I of stair;, so the resulting QoS is therefore

a point at(p.s, rp;.w). For the case & stairs, p is in fact in Region/V' of stairy, SO

14



the resulting QoS is therefore the original staircasér,. For the case @ stairs, p IS
in fact in Region/ /] of stairs, so the resulting QoS is therefore a poin{@aiy_;.s, p.w).
Thus, the aggregated QoS of the join operation is a new stais¢@sé composed of p, =
(p.s,rp;.w), rpy, = (rpr+1.5, p.w) and all the representative pointsstuir,. This is shown

in Figure 5(g).

In the above, we have proved the result of joining jfdbeing located in different region of
stair. However, in real situation, a lineused to approximate the staircase is advertised to a
neighbor instead of the staircase itself. Thus, we have to approximateth the lower endpoint
of [, [.lp, andrp, with the upper endpoint of [.up. [.I[p may have its bandwidth value different
from that of rp; while [.up may have its security level value different from thatrgf,. Also,
we have to believe that there are infinite number of representative points/amghe indicated
service area will be different from the area covered by the original staircase. In this way, Figure 4
has to be modified to deal with such approximations, as redrawn in Figure 6. It can be observed
that except RegiodV/, the bound of all other regions could have been shifted. Mathematipally,

is said to be in a particular region according to which condition below is satisfied:

e Regionl: there exists some pointg, € [ such thatp, is more representative than

Region/I: p.s < l.up.s andp.w > l.up.w.

Region/II: p.s > l.Ip.s andp.w < l.lp.w.

Region/V: p.s > l.lp.s andp.w > lL.up.w.

RegionV: lup.s < p.s < l.Ip.s andp.w > l.up.w.

RegionVI: p.s > l.lp.sandl.ip.w < p.w < l.up.w.

RegionVII: p.s < l.Ip.s andp.w < l.up.w and there does not exist any poift € [ such

thatrp, is more representative than

15
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Figure 6: The seven regions on the bandwidth-security level plane when the staircase is approxi-
mated by a line.

As the line has been treated as if there are infinite many representative points, the proof of a

point joining a staircase mentioned above will still hold. Any, andrp, generated will stick

to the new line obtained after the join operation because the representative points are continuous

in space. Now, when a pointis joined with a linel, we first determine the region thatis in.

According to the derivation above, a new set of join result directly follows:

pdl

p.S, pw),

(
(p.s, lL.up.w),
(

[(Llp.s,l.lp.w), (Lup.s,l.up.w)],

[(p.s,I.BWatSL(p.s)), (l.up.s, Lup.w)],

[(Llp.s,l.lp.w), (I.SLat BW (p.w), p.w)],
(
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[(p.s,I.BWatSL(p.s)), (I.SLatBW (p.w), p.w)],

if p € Region/;

if p € Region/I;
if p € Region/I1,
if p € Region/V;
if p € RegionV/;

if p € RegionV I
if p € RegionV I1.
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Figure 7: Naming of staircase.

4.1.2 Joining a line and another line

Similar to the previous subsection, to provide a joining mechanism of a Qo$, lared another

line /5, we shall derive it by considering the original staircaseir; with representative points
rpi,rpy, ..., rpl andstair, with representative point®?, rp2, ..., rp? that are approximated by the
linesl, andi,, respectively. Given two staircases in the bandwidth-security level plane, the correct
naming, as described in Definition 3, of the staircagesr; andstair, is important for the latter
proof.

Definition 3 Naming of staircase (illustrated in Figure 7):

Lets’ = min(rpf.s,rpi.s). If stair,. BWatSL(s") < stair,. BWatSL(s'), thenrp? (and there-
fore all other points istair,) is onstair,. Otherwiseyp7 is onstairs.

Assumestair; is the QoS of the logical patftv, — v,) andstair, is the QoS of the logical
path (v, — v.). As everyrp; (wWherel < i < n,) combined with everyp? (wherel < j < n,)
represents the path from to v, via vy, the join operation can be viewed as combining the QoS
of everyrp; on stair; with everyrp§ on stair,. By taking union of all the service areas that are
supported by different paths, the QoS of the gath— v, — v.) can be found and a new staircase

stairs will be obtained. Therefore, we have
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stairs = stair; @ stairy
= (rpjUrpyU...U rp}h) ® (rpf Urps U ... U rpig)

= (rp} @ stairs) U (rpy @ stairs) U ... U (rpy, & stairs)
ni

= U (rp; @ stairs) (7)

i=1

Then, we can enumerate every element & stairy) in Equation 7 using Equation 1 and
finally obtain the union ofi? tuples.

To find the join result of arbitrarygtair, andstairy, we first need to define and formulate the
join result of two fundamental cases, as shown in Figure 8. Case (1) is when and stair,
have disjoint bandwidth and security level ranges with .s > rp3.s. Case (2) is when every
representative point igtair; is in Region/ of stair,. With these two fundamental cases, we will

be able to derive the join result of any geometrical placemestaaf; andstairs.

e Fundamental case (1):

In stair,, all representative points are positioned in Regidi of stair,. Applying the
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Figure 9: Segmentation atair, andstairs.

result of Section 4.1.1, the joining of every! (1 < i < n;) with stair, results in a single
point at(rp?.s, rp;.w). Since the pointrpi.s,rp, .w) has the largest bandwidth value, it
must be the only representative point that is formed by joigtagr, with stair,. This case

is shown in Figure 8(a).

¢ Fundamental Case (2):
When every representative pointdtuir, is in Region! of stair,, the joining of every-p}
(wherel < i < n;) with stair, results in the original point dtp} .s, rp; .w) according to the
result from Section 4.1.1. Finally, the original staircaseir; will remain after the joining.

This case is shown in Figure 8(b).

With the above two cases proved, we can return to the general situation. The approach is like
this. Given anystair, andstair,, if they entirely belong to one of the above fundamental cases,
the derivation is finished. Otherwise, we first need to break the staircases into segments. Whenever
there is an intersection point betweenir,; andstair,, the two staircases are being segmented by
a breaking line. Two examples of segmentation are shown in Figure 9. Then, we separately join

every segment intair, to stairy to obtain the join result. Between the breaking lines (dotted line
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in Figure 9) there is a portion atair; and a portion oktair,. We refer them as segment group
Note the special cases regarding the starting and ending point of the staircases. Three cases are

to be considered:

1. If rpt.s > rpi.s (@an example is shown in Figure 9(a)), then we have to identify a portion of
stairy, = (rp},rps, ...,rpy) € stairy such thatpl.s > rpi.s andrp.,,.s < rpi.s. stairy,
itself will form an additional segment group despite there is no intersection point between
the staircases. Joining efair, to stairy is our fundamental case (1). The result will be a

QoS point atp, = (rp?.s, rpt.w).

2. If rp} s < rp?,.s andrpy, .w > rp2_.w (an example is shown in Figure 9(b)), then we have
to identify a portion ofstairy, = (rpy 1, 7Ppg; -, TPy, ) € stairy suchthatp,, ,.s < rp2 .s
andrp;,.w > rp? .w. Now, stair,, itself will form an additional segment group despite
there is no intersection point. ktair,, , all representative points are positioned in Redion
of stairy. Applying the result of Section 4.1.1, the joining of evepy (b+1 < i < ny) with
stair, results in a single point drp;.s, p2_.w). Since the pointp, = (rpj,,.s,rp2, .w)
has the largest security level value, it must be the only representative point that is formed by

joining stairy, with stairs.

3. If rpy s > rp2,.s andrp, .w < rpZ .w (an example is shown in Figure 9(a)), then we have
to identify a portion ofstairy, = (rpZ,,, 702, ..., 7D3,) € stairy suchthatp?,,.s < rp}, .s
andrpZ,,.w > rp, w. stairy, itself will form an additional segment group that does not

include any portion oftair.

At the stage, we have correctly identified all the segment groups given two staircases. Assume
we haveg segment groups, the remaining step is to join the segmeats;, (1 < i < g) to
the wholestair, and combine the results altogether. In fact, there are only two possible staircase

organizations within each segment group no matter how many segment groups exist in total:
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1. Every representative point itair,’s portion (stairy,) is in RegionI of stairs:
In this case, when we joiatair,, in the segment group tetair,, fundamental case (2)
directly applies. The join result is the original segmetiiir;,. Note that all points in
stairy, will remain as representative points after fully joiniatiir; with stairy since no
other pair of points joining together can yield a QoS point which is more representative
than any point instairy,. If stairy, is a null staircase (for example the segment group that

contains only the pointp3 in Figure 9(a)), then nothing has to be joined.

2. Every representative point istairy’'s portion (stairs,) is in RegionI of stair,'s portion
(stairy,):

In this case, we divide the joining into three steps.
e stairy, joining with stair,, ;
e stairy, joining with stairy, (y + 1 < i < g), and;
e stairy, joining with stairy, (1 <j <y —1).
For the first step, every representative pointstnir,, is in Region! of stair,,, so the

joining of stairy, with stair,, results in the original staircaseairy,. This is proved in

Section 4.1.1.

For the second step, we mergeiry, (y+ 1 < i < g) into a single staircas€air,. stair,
joining with stair), is in fact our fundamental case (1). The join result is therefore a point

exactly at the upper intersection point of the segment group concerned.

For the third step, we mergeair,, (1 < j <y — 1) into a single staircasairy. stairy,
joining with stairy is a variant of the fundamental case (1), with the position of the two
staircases being swapped. Trivially, the join result is a point exactly at the lower intersection

point of the segment group concerned.
As stairy, @ stairy = (stairy, ® stairy,) U (stairy, ® stairy) U (stair,, © stairy), the
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combined join result is thereforgair,, together with two intersection points. Note that
these points will remain as representative points after fully joisitagr,; with stair, since
no other pair of points joining together can yield a QoS point which is more representative

than any of such points.

If stairy, is a null staircase (for example the segment group that contains only the points
rps andrpl in Figure 9(a)), then the combined join result will simply be the two intersection

points after we skipped through the first step mentioned above.

Since stairy = stairy, U stair,U, ..., Ustairy,, the problem of joining the two staircases
can be broken down into the joining efair;’s individual staircase segment wittiair,. The
above derivation can therefore effectively covers any geometrical placemetat;iof and stair,
in the bandwidth-security level plane. Intuitively, the result can be interpreted as when a staircase
segmenttair,, has all its representative points less representative than some representative points
in another staircasetair,, then all representative points ktair, will become representative
points after the join operation.

In the above, we have derived the result of joinkigir, with stair,. However, in real situa-
tion, the staircases are unobtainable and two linasd/, are used to approximated the staircases.
For stair,, we have to approximatep; with I;.lp andrp), with {;.up. For stair,, we have to
approximaterp; with l,.lp andrp?, with lo.up. 1;.lp andl,.lp may have their bandwidth values
different from that ofrp andrp?, respectively, whilé, .up andl,.up may have their security level
values different from that afp, andrp?_, respectively. Also, we have to believe that there are in-
finite number of representative points aldn@ndi,, so the indicated service area will be different
from the original staircases.

Definition 4 Naming of QoS line:
Lets’ = min(l,.lp.s,l,.Ip.s). If l,. BWatSL(s") < l,.BWatSL(s"), thenl,.lp (and therefore all

other points) is ort;. Otherwise/,.lp is onls.
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Figure 10: Graphical representation of joiningandls if I;.up.s > lo.lp.s andl;.up.w < ly.Ip.w
(aggregated service area denoted as the shaded region).

As the linesl; andl, have been treated as if there are infinite many representative points, the
proof of a staircase joining another staircase mentioned above will still hold for line joining. An
observation is that; andl, will only cross each other at most once, compared to the general case
that the staircases may cross each other infinitely many times. Furthermore, depending on the
starting and ending point of the QoS lines, at most two additional QoS pginndrp, will be
formed as discussed in staircase joining before. In the line joining case, these two representative
points, if exist, will stick to the starting / ending point of the QoS segments after the joining.

Finally, according to the proof above, a new set of join result directly follows.

Consider the case whefeup.s > Iy.lp.s andl;.up.w < ls.Ip.w, thenl; andl, will have
disjoint bandwidthand security level ranges. The is analogous to our fundamental case (1). In this
case, the resulting QoS after join operation is a poitttsalp.s, I;.up.w). This is shown in Figure
10.

Otherwise, eight different cases will be resulted, as shown in Figure 11. In the latter four cases
wherel; andl; cross each other, the resulting QoS is composed of a portibnasfd a portion
of I, as inferred from the proof in the staircase scenario. Such QoS is no longer a straight line.

However, it can be uniquely identified by three points in the bandwidth-security level plane. We
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can therefore apply linear regression on these three points to find a line approximating the two line
segments. The eight distinct cases are all shown in Figure 11.

Finally, the results are summarized as below:

If l1.up.s > lo.lp.s andly.up.w < la.lpaw, Iy & 1y = (le.lp.s, ly.up.w).

Otherwise, ifl; andl, have no intersection point,

[(l1.Ip.s, 1. Ip.w), (Iy.up.s, [y .up.w)],

if lo.up.w > ly.up.w andly.lp.s > 1;.p.s;
[(I3.lp.s, l1.BWatSL(ls.lp.s)), (l1.up.s, l;.up.w)],
if lr.up.w > ly.up.w andly.lp.s < 1y.0p.s;
Lol,=
[(l1.Ip.s, 1. Ip.w), (I;.SLat BW (ly.up.w), lo.up.w)],
if lr.up.w < l.up.w andly.lp.s > 1q.0p.s;

[(lo.lp.s, l1.BWatSL(ls.lp.s)), (11.S Lat BW (ly.up.w), ly.up.w)],

if lr.up.w < li.up.w andly.lp.s < ly.lp.s.

Otherwise, ifl; andl, have one intersection poipt,; , [ ® l» is the linear regression of three

points, namely

(Iy.up.s, ly.up.w), (Ping-S, Pine-w), (I1.0p.s, l1.Ip.w),

if lr.up.w < ly.up.w andly.lp.s > 1;.0p.s;

(lo.SLatBW (ly.up.w), ly.up.w), (Pint-S, Pint-w), (l1.0p.s, l1.Ip.w),
if lo.up.w > li.up.w andly.lp.s > 1 .0p.s;

(lo.up.s, lo.up.w), (Pint-S, Pint-w), (lo.dp.s, 1. BWatSL(ly.lp.s)),
if lo.up.w < l.up.w andly.lp.s < ly.0p.s;

(Io.SLat BW (ly.up.w), ly.up.w), (Pint-S, Pint-w), (la.lp.s, 1. BWatSL(ly.lp.s)),

if lb.up.w > li.upaw andls.lp.s < 1y.0p.s.
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@) lLupw > liupw & lo.lp.s > I.dp.s. (b)) lr.up.w > l.upw & ls.lp.s < ly.lp.s.
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©) lbaupw < liupw & ly.dp.s > 11.0p.s. () Ilz.upw < ljupw & lo.Ip.s < Ii.Ip.s.
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@) lrupw < lupw & lo.dp.s > l1.dp.s. () lr.upw > lyupaw & ls.dp.s > 1y.0p.s.

Bandwidth Bandwidth
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Q) lbupw < lyupaw & lg.dp.s < ly.0p.s. (h)lyupw > liupw & lo.0p.s < 11.0p.s.

Figure 11: Graphical representation of joinihgandi,, with (e) - (h) having line intersections
(aggregated service area denoted as the shaded region).
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Figure 12: Line aggregation mechanism.
4.2 Line Aggregation

In order to enable the use of QoS line segment in distance-vector routing, another issue we need
to consider is the mechanism for a node to determine how it should advertise the QoSs of several
paths. Consider the case of Node2 in Figure 3. The node knows the QoSs of the two paths
leading to7’, the upper pati.2 — B — C' — T and the lower patl.2 — D — T, and now

it is its turn to advertise this information to its neighbérl. Which QoS shouldi.2 advertise? If

one QoS is better than the othdr2 can simply tellA.1 the better QoS.

However, if the QoSs that a node possesses are the ones shown in Figure 12(a), it is difficult
to tell which one is “better”. Our approach to the problem iaggregatethe QoS of the paths,
representing the aggregated QoS with one new line segment. By doing so, we aim to embed as
much of the QoS information as possible into one line segment in an advertisement and reduce the
chance of rejecting feasible QoS requests.

In the bandwidth-security level plane, the QoS supported by an arbitrary line segment is the
lower-left quadrant of the line. When a node receives multiple line segments for the same destina-
tion, the aggregated QoS is the union of the services supported by those lines. This is illustrated by

the shaded area in Figure 12(b). In order to embed as much of the QoS information as possible, a
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node should advertise the aggregated QoS instead of broadcasting one of the QoSs only. As shown
in the figure, such service outline in general does not form a straight line but a polyline. The QoS
polyline can be uniquely identified by specifying its service outline points (i.e., the dots in Figure
12(b)). As the number of service outline points grows linearly with the number of QoS lines to the
same destination, advertising all service outline points is not scalable in the Internet. In order to
solve this problem, we again use linear regression on the service outline points to approximate the
service outline of the aggregated QoS with one line segment. This is a tradeoff between scalability
and accuracy in route information.

We apply theMethod of Least Squaram the service outline points. By such method, we
attempt to obtain a straight line that best fits those points, and use this line as an approximation of
the aggregated QoS to advertise to the direct neighbors.

To calculate the approximated line, we first define, y1), (z2,92), .., (%n,,, Yn,. ), D€ the set
of service outline points, wherne,, is the number of service outline points andandy; are the
security level and bandwidth of th€" (1 < ¢ < n,) service outline point, respectively. The

finding of the aggregated line consists of two steps:
1. Find the formulay = mx + b of the aggregated line using the Method of Least Squares, and

2. Find the two endpoints of it by substituting into the formula the known maximum security

level and bandwidth supported by the aggregated QoS.

For the first step, we apply the following two formulae from the Method of Least Squares:

(npe X 3020 ays) — (202 @ X X020 u:)
(npe X 72 @7) — (32 )?
T»Lft P — X nft i
b _ szl Y m 2271 x (8)

npt

For the second step, we letp andi.up be the lower and upper endpoints of the lineespec-
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tively. We also letnaz, andmaz,, be the maximum security level and bandwidth supported by
the aggregated QoS, respectively. As we want to restrict that = max, andl.up.w = mazx,,,

we find the two endpointsip = (max,, l.Ilp.w) andl.up = (l.up.s, max,,) by using the following

formulae:

llpw = mXxXmaxrs+0b
—b
lLup.s = Matw =2 9)
m

Finally, l.lp = (max,, l.Ip.w) andl.up = (l.up.s, maz,,) are advertised to the neighbors as the

aggregated QoS to the destination.

4.3 Routing Updates

A router keeps two tables — a distance table and a routing table. Traditionally, the distance ta-
ble records the link cost to each supported destination domain via each of its neighbors, and the
routing table is constructed based on the distance table, specifying for each destination domain the
corresponding next hop neighbor a request should be forwarded to. As we now have our new QoS
joining and aggregation mechanism ready, we need to enhance the distance-vector routing protocol
to embed QoS information in those tables of the routers in order to support QoS routing.

Consider a QoS request in the fofreg,, req,, ), wherereq, andreq,, are the required min-
imum security level and minimum bandwidth for this request. Our goal is that the router should
accept any feasible request and forward the packet to the “best” next hop neighbor. There are two

schemes to define, among all neighbors supporting the reiuestreq, ), the best neighbor:

1. if multiple neighbors support the required bandwidth,,, it is desirable for routing through

the neighbor with the maximum security level.
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Distance Table

QoS to Domain via
Domain| A.l B.1 D.1
B (O, O) ptA_Q_,B 1 (0, 0)
C 10,0 (0,0 (0,0)
D (0, O) (0, 0) ptA.2_>D_1
S (0,0) (0,0) (0,0)
T |0,00] (0,0) (0,0)

Table 1: Initial distance table of.2.

2. If multiple neighbors support the required security leved,, it is desirable for routing

through the neighbor with the maximum bandwidth.

4.3.1 New Distance Table

The distance table keeps one row for each supported domain and one column for each neighbor.
The entry in rowi and columnj of the table kept in nodé&/ specifies the supported QoS, in terms
of a line segment or a single QoS point, frashto domaini via neighbor;j. If the number of
supported domain be and the number of direct neighbor bgethe distance table will be x v in
size. N initializes its distance table with the QoS of directly attached links. The rest of the entries
are initialized ag0, 0), meaning thatV does not support any QoS for these neighbor-destination
pairs. For example, the initial distance table/do? in Figure 3 is given in Table 14.2 knows only
domainsB and D through its direct neighbors. The QoS of the link froh® to B.1is pt42_.51
and this is recorded in ro# columnB.1. Row D columnD.1 is initialized in a similar manner.
All entries of columnA.1 are(0,0) becaused.2 does not aware of any path leadingBoand D
through A.1. After initializing the distance table, the routing table can be built as described in
Section 4.3.2.

Let the QoS ofN to neighbor; bely_,;. WhenN receives a QoS advertisemérftom j to

domain?’, N updates the entry of colunifirow j in the distance table bl;,_.; ©{. N should also
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Figure 13: Routing table updates.

check whether this change affects the routing table and update it if necessary.

N should also send its QoS information to its neighbors. Lej,, ..., j,, be the neighbors
of N and letl, be the QoS in column, and rowT of the distance tableN advertises tg, the
aggregated QoS from itself Iothrough other neighbors excejpt This is to prevent the formation
of routing loop. Therefore, the aggregated Qo8)is;<,.i»;l; and the mechanism discussed in
Section 4.2 is used to find such a single line segment for advertisement. Intuitvehould send
out an advertisement whenever its distance table changes. However, this may lead to too frequent
table updates and is not desirable. We thus study two advertisement suppression mechanisms and

they will be described in Section 4.3.3.

4.3.2 New Routing Table

With multiple QoS metrics, the routing table is no longer a table wittows specifying a defi-

nite next hop neighbor for a request with destinatiohe new routing table specifies for each
destination, the neighbor that offers the largest bandwidth for different security level values, or
the neighbor that offers the largest security level for different bandwidth values, depending on the

scheme for the “best” neighbor we have chosen.
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Routing Table

Domain Outgoing Link
request bandwidtheq,, | neighbor
T 0 <req, < BWI1 B.1
BW1 < req, < BW2 D.1
BW?2 < req, < BW3 B.1

Table 2: Routing entry fof” of A.2.

Using our simple network in Figure 3 as an example. WHenhreceives, for destinatioi,
the QoS lineg, from B.1 andl, from D.1 respectively, how should.2 update its routing table
entry for destinatior’™?

First, assume we implement scheme 1. For each destination, the service outline can be con-
structed based on the entries on the distance table in which the concave corners and the highest
point in the service outline will define the bandwidth ranges. For instance, in Figure 13(a), three
ranges are formed. They aj@ BW1], (BW1, BW2], and (BW2, BW3|. For the bandwidth
ranges|0, BW1] and (BW2, BW3|, B.1 offers better security level whil®.1 is better for the
bandwidth rang¢ BWW1, BWW2]. The routing entry for domaiff’ in A.2 based on Figure 13(a) is
shown in Table 2. The updates of the routing table are triggered by distance table updates since the
routing table depends on the distance table.

Now, assume we implement scheme 2 under the same network topology and parameters.
As shown in Figure 13(b), three ranges are also formed. Theyoafd.1], (SL1,SL2], and
(SL2,SL3]. For the security level rangd8, SL1| and (SL2,SL3], B.1 supports higher band-
width. However,D.1 in turn supports higher bandwidth for the security level rafge1, SL2].

Therefore, similar routing table updates can be carried out.
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Figure 14: Checking olp.d, Ip.w, up.d andup.w for TC and AHC.

4.3.3 Convergence

Distance-vector routing mechanism suffers from the problems of slow convergence and routing to
infinity. To ensure the stability of the routing protocol, we restrict the generation of new adver-
tisements. A node should not send an advertisement to its neighbor if this advertisesmariais

to the previous one it sent earlier. In order to check the similarity of the old and the potential
new advertisements, we study two approaches: (1) threshold checking (TC), and (2) advertisement

history checking (AHC).

1. Threshold checking:

In this approach, the old and new QoSs are compared by checking the security level and
bandwidth of the two endpoints as illustrated in Figure 14p 1§ andup.w of the two QoSs

are the “same” (i.e. varying within a very small value like 1%) while theiw andup.s vary

within a certain threshold (in terms of a percentage), the two QoSs are regarded as similar.
Let/, andl, be the two QoS lines and takew as an example. The checking is performed

as:
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variation = | lg.lp.w — ly.Ipaw |

allowed_variation = min(l,.Ip.w, ly.Ip.w) X threshold (20)

If variation < allowed_variation, the two QoS lines are said to have similarw. The
thresholds folp.s andup.w are stricter than those dp.w andup.s. Itis because the major-

ity of the information distortion introduced by line segment aggregation and join operation

is onlp.w andup.s. Under this mechanism, when the new QoS for advertisement, which is
computed for the same neighbor and destination domain, varies in a small level from the last
advertised one, the new QoS is ignored and no new advertisement is generated. To facilitate
the checking against with the last advertised QoS, each border node employing this approach
has to keep a table, which has exactly the same dimension as that of the distance table, to

record the last sent advertisement for every domain-and-neighbor pair.

. Advertisement history checking:

With advertisement history checking, a node checks the newly computed but not yet adver-

tised QoS against the recent history record. To enable this checking, each node maintains
an advertisement history for each neighbor and destination pair. When there is any route
information update triggered by a new advertisement arrival, a node updates its distance and
routing table, and computes the new QoSs preparing for advertisement. Before advertising
these newly computed Qo0Ss, a node looks into its history record to see if similar advertise-

ments have been made before. If there are several matchings, say two, found for a QoS
in the record, it means that this QoS value has been updated for the third time and most
probably routing information oscillation occurs. In this case, the new QoS advertisement is

suppressed.
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This measure allows a stricter comparison thresholdpom and up.s than the previous
measure due to the use of matching count. By matching the current advertisement with the
history table, AHC is able to detect route information oscillation more accurately, but with a

tradeoff of longer detection time and larger history table size.

5 Simulation

5.1 Simulation Overview

In this section, we present the performance evaluation of our protocol obtained from simulation.
We evaluated our findings using a self-written C++ network simulator, with the network topolo-
gies and costs generated by the BRITE software. The simulator performs both intra-domain and
inter-domain routings with two-level hierarchical networks so as to emulate Internet routing. At
this stage, we simulate a static network with no link cost changes throughout the route information
exchange process. Afterwards, numerous QoS requests are being served. By launching simula-
tions on various network topologies, the accuracy of our protocol in estimating the actual route
information and how well it is serving various QoS requests are investigated. In the following
sub-sections, we discuss our performance metrics, simulation testbed, and finally the results of our

simulation.

5.2 Performance Metrics

Three performance metrics are used in our simulation: (1) feasible request ratio, (2) success ratio

and (3) crankback ratio.

1. Feasible Request Ratio
In our simulation, intra-domain link, inter-domain link and QoS requests are all within the

same integer range. Since both security level and bandwidth are constraint metrics, many
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QoS requests are actually infeasible to be served. We partition the generated QoS requests to
be feasible or infeasible by running the Dijkstra’s algorithm in a flat topology (i.e., without
hierarchical structure and with all link costs known to the source node). Then, we define the

feasible request ratio as:

total number of feasible requests

feasible request ratis: (11)
total number of requests
. Success Ratio
Success ratio is defined as:
. total number of accepted feasible requests
success ratie= P g (12)

total number of feasible requests

It measures how well our routing protocol is able to serve feasible requests. Referring to
Figure 2, requests that fall in the covered area of the staircase (shaded area) are feasible
requests and those fall in the covered area by the approximated line are accepted requests.

Therefore, requests that fall in the intersection of the two areas are accepted feasible requests.

. Crankback Ratio

The word “crankback” refers to the situation that accepted requests cannot be served success-
fully. There are two types of crankback situation. The first type of crankbacked requests are
infeasible requests that are accepted by our protocol due to line approximations. The second
type of crankbacked requests are requests that are feasible, but our protocol finds a routing
path which either forms a routing loop or does not fulfill the requested QoS parameters due

to route information distortion. Finally, crankback ratio can be defined as:

total number of crankbacked requests

13
total number of accepted requests (13)

Crankback ratio=
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From the above definitions, it is easy to see that a good QoS routing protocol should have high

success ratio and low crankback ratio.

5.3 Simulation Testbed
5.3.1 Networks Generation

We evaluated our protocol described in Section 4 using BRITE topology randomly generated by the
BRITE software (version 2.1b Java generator). The BRITE topology provides connectivity to intra-
domain and inter-domain nodes. As all links generated by the BRITE software are non-directional,
we purposely assigned different bandwidth and security level in the forward and backward direc-
tions to evaluate the performance in asymmetrical networks. The link costs are all random integer
values in the same range for all links.

In our simulation, we generated networks with 10 domains, each of which contains 50 nodes.
The link-state algorithm has been used for intra-domain routing while the asynchronous distance-
vector algorithm with modifications as described in Section 4.3 has been used for inter-domain
routing. We implemented Scheme 1 in the routing tables as described in Section 4.3.2 onto our
network simulator, and then evaluated the performance using threshold checking and advertisement
history checking.

Further parameters have to be configured into our self-written network simulator and the BRITE

software. Such parameters are summarized in Tables 3 and 4.

5.3.2 QoS Request Generation

To evaluate the performance of our protocol in serving the QoS requests, we generated a new set
of QoS requests for each network topology under simulation after the route information exchange
between nodes has been completed. Each QoS request is a 5-order tuple, which is denoted as

(SrcDomain, SrcNode, Dest Domain, reqs, req,, ) Wherereq, andreq,, are integers in the range
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Parameter Value
Number of Domains 10
Number of Inter-Domain Links 40
Number of QoS Requests 5000
Networks Simulated 10
Domain Size 50 nodes
Link Security Level Z* € [5,10]
Link Bandwidth Z* € [5,10]
Advertisement Transmission Delay (Unit) R* € (0.0,2.0]

TC Thresholds (Ip.s, Ip.w, up.s, up.w)

(10%, 35%, 35%, 10%

AHC Thresholds (Ip.s, Ip.w, up.s, up.w)

(10%, 10%, 10%, 10%

Table 3:Summary on general simulation parameters.

Parameter Value

AS Model (inter-domain) Waxman
Router Model (intra-domain) Waxman
Size of Main Plane (HS) 1000
Size of Inner Plane (LS) 100
Node Placement Random
Growth Type Incremental
alpha 0.15
beta 0.2
Number of Neighbors Connected (m) 2

Table 4:Summary on BRITE parameters.
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[5, 9]. Requests witheg, or req,, equall0 were not simulated because such requests will generally
lead to infeasible requests. The routing is considered complete when we eventually route a packet
to any one of the destination domain’s border node.

We generated one QoS request for every possible “source node to destination domain” pair.

This contributes t60 x 10 x 10 = 5000 QOS requests.

5.3.3 QoS Request Serving

Our network simulator reads in and serves QoS requests one by one and all requests are served
independently from each other. To facilitate our following discussion, we denote the source node
and the destination domain of a requestag,. andreqq.;, respectively. The serving process for

each QoS request consists of three stages:

1. Request Acceptance Judgement
This stage determines whether or not the QoS request should be accepted by our protocol. It
is done byregs,.., which checks the QoS of the request against its aggregated Qe&;{o
If qos, is the aggregated QoS line segment from,’s distance table foreq,,; and that
(regs, req,,) falls within the covered region @bs,, the request is accepted and the following

stages follow. Otherwise, the request is rejected and the latter stages will be skipped.

2. Skeleton Inter-Domain Path Finding
After a request has been accepted, the simulator finds the actual path that our protocol would
use to serve the request. The skeleton path finding is done by recursively looking up the
next hop border foreq, from borders’ routing tables, starting fronaq,,. until reqys; is
reached. The retrieved path is a skeleton path because it does not have its intra-domain route

information filled.

3. Intra-Domain Route Filling

This stage fills in the intra-domain route information missed out from the inter-domain path
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found in stage 2. For each domain along the skeleton path, intra-domain routing is launched
to find the path with the largest security level that serveg,. After merging the ob-
tained inter-domain and intra-domain route information, the overall security devet!,

of the whole path is retrieved. It is then compared with the requested security-dgyelf

actuals > reqs, the request is said to be served successfully, otherwise it is crankbacked.

However, due to the fact that both QoS metrics are constrictive parameters, exchanging routing
information through our line segment approximation approach can create certain amount of routing
loops. In light of this, the following approach is adopted: When serving a QoS request for desti-
nation domain, the packet’s AS-path from source border to the current border is carried through
as the packet traverses. If a current border, upon scanning the AS-path information, discovers the
path of a packet contains the identity of itself, the current border will retrieve the next hop horder
from its routing table, remove the line segment at distance table énjry and then re-calculate
the service outline for domain Finally it updates its routing table and continues to route the
packet using the updated routing table. With this approach, no routing loop can be formed.

Now, for every QoS request, we record whether it is feasible, accepted and / or crankbacked,
and then obtain the performance metrics as described in Section 5.2. The results are presented in

the following subsection.

5.4 Simulation Results

The simulation results are shown in Figure 15. We simulated 10 different networks using both
threshold checking and advertisement history checking modes, and all results shown below are
values averaged over 10 domains.

From simulation, the average feasible request ratio is only 40.7%. The value differs if we
choose another security level and bandwidth ranges for the QoS requests. The average success

ratio is over 90% for both TC and AHC modes, showing that the protocol is good at estimating the
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Figure 15: Simulation results for QoS routing with two concave constraints.

actual QoS of the path towards destination. The average crankback ratio is about 7% for both TC
and AHC modes, which is formed by inaccuracies introduced in the route information exchange
process.

The protocol’s convergence time depends greatly on the threshold values chosen to suppress
generating new advertisement packets. Define 1 time unit to be the average transmission time
of a new advertisement packet. Using the simulation parameters shown in Table 3, the average

convergence time for TC and AHC mode are 84 units and 113 units, respectively.
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