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Abstract— The objective of this paper is two-fold. First, we
compare the performance, through computer simulations, of
some solutions for TCP packet reordering in wireless networks.
Second, we present an alternative method to improve the con-
nection goodput in wireless networks through link-layer retrans-
missions and applying the solutions to TCP packet reordering.
Some link-layer retransmission approaches do not attempt to
maintain in-order packet delivery. This leads to some segments,
which belong to the same TCP flow, to arrive at their destination
out of order. Thus, the problem of high channel error rates
in wireless networks becomes the problem of packet reordering
due to link-layer retransmissions. We performed a simulation
study to evaluate the performance of four solutions for TCP
packet reordering, namely, RR-TCP, TCP-DCR, TCP-DOOR,
and TCP-PR, under the scenarios of an infrastructure-based
wireless network and a multi-hop wireless network. We also
compared them with SACK TCP and TCPW. Our simulation
study reveals that TCP-PR outperforms all of the other five
algorithms, enjoying a greater connection goodput and fewer
false fast retransmissions.

I. INTRODUCTION

Unlike the wired media, signals transmitted over the wire-
less medium may be distorted or weakened since they are
propagated, possibly via multiple paths, over open, unpro-
tected, and ever-changing media with irregular boundaries.
A receiver may not recognize the resultant signal and hence
the transmitted data cannot be received [16]. To combat high
channel error rates in wireless networks, link-layer retrans-
mission mechanisms [3], [13], which are generally coupled
with adaptive error correction [9], have been proposed. Some
schemes, such as the LL protocol proposed in [3], perform
a packet retransmission only after a loss is detected. The
retransmitted packets may then be interspersed with other
packets belonging to the same traffic flow1, and no effort is
made to maintain in-order packet delivery.

Packet reordering refers to the network behaviour where
the relative order of some packets in the same flow is altered
when these packets are transported in the network. Recent
studies [4], [19] show that packet reordering is not a rare event.

This research is supported in part by the Areas of Excellence Scheme
established under the University Grants Committee of the Hong Kong Special
Administrative Region, China (Project No. AoE/E-01/99).

1The term “flow” is used in a very general manner here. A flow can
correspond to a stream of packets originating from one end system and
departing at another. On the other hand, a flow can be a stream of packets
arriving at and leaving from a switch buffer.

The presence of persistent and substantial packet reordering
violates the in-order or near in-order channel assumption
made in the design of some traffic control mechanisms in the
Transmission Control Protocol (TCP) [21].

TCP relies on the use of a cumulative acknowledgement
(ACK) to announce the receipt of packet(s) or segment(s).
The pace at which a source receives ACKs determines the rate
TCP segments can be injected into the network. With persistent
and substantial packet reordering, TCP spuriously retransmits
segments, keeps its congestion window unnecessarily small,
loses ACK-clocking, and understates the estimated round-trip
time (RTT) and the retransmission timeout period (RTO) [17].
This can result in a substantial degradation in throughput and
network performance [15].

Some algorithms, such as RR-TCP [23], TCP-DCR [5],
TCP-DOOR [22], and TCP-PR [6], have been proposed for
TCP packet reordering. The performance of these solutions
has been studied extensively in wireline scenarios [17]. But,
there is a lack of similar studies in wireless networks.

A. Our Contributions

The objective of this paper is two-fold. First, we com-
pare the performance, through computer simulations, of some
solutions for TCP packet reordering in wireless networks.
Second, we present an alternative method to improve the
connection goodput in wireless networks through link-layer
retransmissions and applying the solutions to TCP packet
reordering. Some link-layer retransmission approaches do not
attempt to maintain in-order packet delivery. This leads to
some segments, which belong to the same TCP flow, to
arrive at their destination out of order, thereby reducing the
connection goodput dramatically. The performance of such a
TCP connection can be improved significantly by upgrading
the TCP clients with solutions to packet reordering. Thus,
the problem of high channel error rates in wireless networks
becomes the problem of packet reordering due to link-layer
retransmissions.

We performed a simulation study of four solutions for
TCP packet reordering, namely, RR-TCP, TCP-DCR, TCP-
DOOR, and TCP-PR, under the scenarios of an infrastructure-
based wireless network and a multi-hop wireless network.
These solutions have performed the best in each of the four
solution categories (state reconciliation, threshold adjustment,
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response postponement, and retransmission by timeout) as
defined in [17]. Besides, they merely require some changes
in the TCP clients and do not need any modifications to
any devices in the underlying communication networks. To
evaluate the performance of these algorithms, we compared
them with two other TCP variants, namely, SACK TCP [10]
and TCPW [7].

B. Organization of the Paper

The rest of the paper is organized as follows. In Section II,
we introduce the basics and the congestion control operations
of TCP. Section III gives an overview of the TCP variants
under comparison. A performance study of the algorithms
under investigation is presented in Section IV. Finally, Sec-
tion V concludes and discusses some possible extensions of
our work.

II. OVERVIEW OF TCP

TCP is the most popular transport layer protocol for point-
to-point, connection-oriented, in-order, reliable data transfer
in the Internet. TCP is the de facto standard for Internet-
based commercial communication networks. It is a byte-stream
protocol, with its flow control and acknowledgement based
on byte number rather than packet number [8]. However, the
smallest unit of data transmitted in the Internet is a data
segment or packet, each identified by a data octet number.
When a destination receives a data segment, it acknowledges
the receipt of the segment by issuing an ACK with the next
expected data octet number. The time elapsed between when
a data segment is sent and when an ACK for the segment is
received is known as the RTT of the communication between
the source and the destination, which is the sum of the
propagation, transmission, queueing, and processing delays at
each hop of the communication, and the time taken to process
a received segment and generate an ACK for the segment at
the destination.

Not yet sentSent but unacknowledged

Advertised Window

Sequence Number
x + Wx

Fig. 1. An illustration of the source sequence number space and advertised
window.

The flow control mechanism used by TCP is a credit
allocation scheme. To avoid overwhelming its buffer space,
a destination advertises to the associated source the size of a
window (advertised window) which indicates the number of
data bytes beyond the acknowledged data the source can send
to the destination. This information is included in the header
of each TCP (data or control) segment sent to the source.
Suppose the source knows that, based on ACK(s) received,
Byte x is the last data byte received by the destination. The
source can send data up to Byte x + W , where W is the size

of the advertised window. An example of the source sequence
number space is exhibited in Fig. 1.

To achieve good performance, it is necessary to control
network congestion so that the number of packets within the
Internet is below the level at which the network performance
drops significantly. Various congestion control measures [1]
have been implemented in TCP to limit the sending rate
of data entering the Internet by regulating the size of the
congestion window cwnd, the number of unacknowledged
segments allowed to be sent. These measures include slow
start, congestion avoidance, fast retransmit, and fast recovery.
When a new connection is established, TCP sets cwnd to
one. In slow start, the value of cwnd is incremented by one
each time an ACK is received until it reaches the slow start
threshold, ssthresh.

TCP uses segment loss as an indicator of network conges-
tion. A retransmission timer is associated with each transmitted
segment and a timer timeout signals a segment loss. RTO
is determined by the sum of the smoothed exponentially
weighted moving average and a multiple of the mean deviation
of RTT [20]. When a timeout occurs, ssthresh is set to half of
the amount of outstanding data sent to the network. The slow
start process is performed starting with cwnd equal to one until
cwnd approaches ssthresh. The congestion avoidance phase is
then carried out where cwnd is increased by one for each RTT.

When the data octet number of an arriving segment is
greater than the expected one, the destination finds a gap in
the sequence number space (known as a sequence hole) and
thus immediately sends out a duplicate ACK, i.e. an ACK with
the same next expected data octet number in the cumulative
acknowledgement field2, to the source. If the communication
channel is an in-order channel, the reception of a duplicate
ACK implies the loss of a segment. When the source receives
dupthresh duplicate ACKs (where dupthresh is generally set
to three), fast retransmit is triggered such that the inferred
loss segment is retransmitted before the expiration of the
retransmission timer.

Fast recovery works as a companion of fast retransmit.
A fast retransmission suggests the presence of mild network
congestion. ssthresh is set to half of the amount of outstanding
data sent to the network. Since the reception of a duplicate
ACK indicates the departure of a segment from the network,
cwnd is set to the sum of ssthresh and the number of duplicate
ACKs received. When an ACK for a new segment arrives,
cwnd is reset to ssthresh and then congestion avoidance takes
place.

III. TCP VARIANTS COMPARED

In this section, we describe a set of algorithms that are to be
compared in our subsequent performance study. Section III-A
gives an overview of four reordering solutions of TCP. Two
other TCP variants are also summarized in Section III-B for
performance comparison.

2A cumulative ACK is an ACK that uses the cumulative ACK field in the
TCP header to acknowledge all in-sequence data received by the destination.
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A. Solutions to Packet Reordering

1) RR-TCP: The reordering-robust TCP (RR-TCP) [23] is
a sender-side threshold adjustment solution, which adjusts the
duplicate acknowledgement threshold dupthresh dynamically
to proactively avoid, whenever possible, triggering a spurious
fast retransmission and fast recovery and to avoid triggering
a retransmission timeout. RR-TCP makes use of the duplicate
selective acknowledgement (DSACK) option [12], which is
used to report duplicate segments received, to detect segment
reordering and retract the associated spurious congestion re-
sponse.

RR-TCP utilizes a combined cost function for retransmis-
sion timeouts, spurious fast retransmissions, and limited trans-
mit to adapt the false fast retransmit avoidance ratio (FA radio).
The FA ratio, which represents the portion of reordering events
to be avoided in order to minimize the cost, can then be used
to find the corresponding dupthresh. Thus, by changing the FA
ratio based on the current network conditions, a mechanism
is provided to raise or reduce dupthresh dynamically. RR-
TCP also extends the limited transmit algorithm [2] to permit
a source to send up to one more ACK-clocked congestion
window’s worth of data.

Besides, RR-TCP corrects the sampling bias against long
RTT samples for the RTT and RTO estimations. Instead of
skipping the samples for retransmitted segments in the Karn’s
algorithm [14], an RTT sample is taken for each retransmitted
segment by taking it as the average of the RTTs for both the
first and the second transmissions of that segment.

2) TCP-DCR: The delayed congestion response TCP
(TCP-DCR) [5] is a sender-side response postponement ap-
proach, which defers a congestion response for a time period,
to prevent unnecessary reduction of the congestion window
size due to non-congestion events. TCP-DCR advances the
time-delayed fast retransmit algorithm [19] by delaying a
congestion response for a time interval after the first duplicate
ACK is received. It has been suggested [5] that the captioned
time interval is set to one RTT so as to have ample time to
deal with packet reordering due to link-layer retransmissions
for loss recovery. To maintain ACK-clocking, TCP-DCR sends
one new data segment upon the receipt of each duplicate ACK.

3) TCP-DOOR: TCP with detection of out-of-order and
response (TCP-DOOR) [22] is a state reconciliation method,
which recovers past congestion responses and/or disables
future congestion responses for a time period, to eliminate
the retransmission ambiguity and solve the performance prob-
lems caused by spurious retransmissions. The out-of-order
events, which happen frequently in mobile ad-hoc networks,
are deemed to imply route changes in the networks. The
TCP packet sequence number and ACK duplication sequence
number, or current timestamps, are inserted into each data and
ACK segments, respectively, to detect reordered data and ACK
packets. When out-of-order events are detected, a source can
either temporarily disable congestion control or perform re-
covery during congestion avoidance. By temporarily disabling
congestion control, the source will keep its state variable
unchanged for a time period after detecting an out-of-order

event. By instant recovery during congestion avoidance, the
source recovers immediately to the state before the congestion
response, which has been invoked within some given time ago.

4) TCP-PR: TCP for persistent packet reordering (TCP-
PR) [6] is a sender-side retransmission by timeout algorithm,
in which a TCP client generates an appropriate conges-
tion response only when a retransmission timer expires, to
tweak the RTO timer to enhance TCP performance under
persistent packet reordering. Instead of keeping track of
the exponentially weighted moving average (EWMA) of the
mean RTT, TCP-PR utilized a non-smoothed, exponentially-
weighted maximum possible RTT. By doing so, spikes in
RTT can be promptly reflected in the estimated RTT. When
a segment drop is detected, the size (in segments) of the
congestion window cwnd is set to half of cwnd at the time the
segment has been sent. Congestion avoidance is then carried
out. Subsequent occasional segment drops detected in the same
congestion window will not cause any further reduction of
cwnd, so as to avoid over-reaction to congestion. When more
than half of a congestion window’s worth of segments are
inferred to be lost, cwnd is set to one and the slow start process
is performed.

B. Other Solutions

1) SACK TCP: TCP with selective acknowledgement
(SACK TCP) [10] applies the selective acknowledgement
(SACK) option [18] to report the reception of data segments
with sequence numbers higher than the next expected data
octet number. A source can then utilize this information to
keep track of a list of data segments inferred to be missing
at the corresponding destination. When the source is allowed
to send a data segment, it transmits a segment at the head
of the list. If there is no such segment available from the
captioned list, the source can transmit a new data segment.
Upon triggering fast recovery, a source exits fast recovery
only after it receives an ACK which acknowledges, via its
cumulative ACK field, all outstanding data sent when the
source enters fast recovery.

2) TCPW: TCP Westwood (TCPW) [7] is a sender-side
solution to alleviate the performance degradation due to non-
congestive losses in wired/wireless networks. TCPW adjusts
the size of the congestion window upon an inferred segment
loss by monitoring the rate of the acknowledged data. Tra-
ditionally, the congestion control mechanisms implemented in
TCP halves the size of the congestion window upon the detec-
tion of a segment loss. However, the occurrence of a segment
loss does not necessarily imply network congestion. This is
especially true for wireless networks since wireless links are
error-prone. Thus, TCPW decouples congestion control from
error control. The protocol performance becomes less sensitive
to random packet loss at lossy wireless links. Upon each ACK
arrival, it uses the amount of new data acknowledged by that
ACK to update the estimate for the available bandwidth of the
connection. Slow start and fast retransmit are now modified
so that ssthresh is the product of the estimated available
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bandwidth and the minimum RTT sampled throughout the
duration of the connection divided by the segment size.

IV. PERFORMANCE EVALUATION

In this section, we present our simulation results and
compare the surveyed algorithms. Section IV-A discusses the
experimental setup. Further discussion and comparison of the
simulation results are exhibited in Section IV-B.

A. Simulation Setup

BSS

D

100 Mbps
5 ms

1 Mbps
50 ms

(a) Infrastructure-
based wireless
network.

R1S D
1 Mbps

50 ms

1 Mbps

50 ms

R1S DR5...1 Mbps
50 ms

1 Mbps
50 ms

(b) Multi-hop wireless network.

Fig. 2. The network topologies used in the simulation study.

Two different network topologies are investigated in the
simulation study, including an infrastructure-based wireless
network and a multi-hop wireless network, as shown in Fig. 2.
In the infrastructure-based wireless network, a TCP connection
between the two end-systems (S and D) is routed via a
wireless base station (BS), as exhibited in Fig. 2(a). The
wired link between S and BS has a bandwidth of 100 Mbps
and a delay of 5 ms. The wireless link between BS and
D has a bandwidth of 1 Mbps and a delay of 50 ms. To
simulate the unreliable wireless transmissions between BS and
the mobile terminal D, we use a packet error model with a
configurable packet error rate. Frames or packets experience
independent random errors and hence are dropped according
to a given packet error rate during link-layer transmissions.
Compared with data segments, ACKs are generally smaller in
size and more resistant to non-congestive transmission errors.
Therefore, we assume that no ACKs are dropped due to non-
congestive loss.

When a packet is lost due to some transmission errors, it will
be retransmitted after the retransmission period τ , provided
that the total number of retransmissions for that packet does
not exceed a configurable retransmission limit. To mimic a
link-layer retransmission of the wireless link, the relationship
among the retransmission period τ , segment size S, link
bandwidth C, and link delay δ is governed by:

τ =
S

C
+ 2δ (1)

In the multi-hop wireless network, a connection traverses
over either two or six wireless links. As illustrated in Fig. 2(b),
a six-hop TCP connection between the two end-systems (S and
D) is routed via five routers, namely, R1, R2, ..., and R5, over

wireless links. Each wireless link has a bandwidth of 1 Mbps
and a delay of 50 ms. The same packet error model as that
of the infrastructure-based wireless network is adopted. The
retransmission limit of a packet sent on a wireless link is set
to three.

The simulation study has been performed using the Net-
work Simulator (ns) Version 2.29 [11]. A single, long-lived
TCP flow from S to D is simulated for 1100 seconds. The
segment size is 1500 bytes. The buffer size in each router is
50 segments. The maximum value of cwnd is 500. We take the
connection goodput, which represents the rate of data delivered
to the destination successfully, as the performance metric of
the algorithms in our study. For each simulation run, the
statistics for computing the performance metric are collected
after the trial period of the first 100 simulated seconds. A total
of 20 runs have been done to compute an average value of the
performance metric, and a 95% confidence interval for each
average value of the metric is also calculated. The quality of
an algorithm depends on how well the connection goodput can
be sustained with various packet error rates.

B. Simulation Results and Discussion

The results are provided in two sets. The first set examines
the TCP performance of the six algorithms under study in
the infrastructure-based wireless network. Fig. 3 shows the
connection goodput with the retransmission limit of zero and
three. The packet error rate varies between 0% and 10%. When
the retransmission limit is set to zero, there are no reordered
packets due to link-layer retransmissions. However, packets
may be dropped randomly due to non-congestive link errors.
In such situations, the goodput of all these schemes decreases
with the increased packet error rate. By increasing the packet
error rate, the chance of successfully transmitting a packet
over a wireless link and thus the effective link throughput
falls. Besides, fast retransmit and fast recovery are likely to
be triggered spuriously due to such non-congestive segment
losses, further degrading the goodput of the connection.

Among these six schemes, TCPW [7] always outperforms
the others. This is attributed to the effectiveness of the
bandwidth estimator for TCPW, since the available band-
width estimation in congestion control is decoupled from
the segment retransmission in error control. RR-TCP [23],
SACK TCP [10], TCP-DCR [5], and TCP-PR [6] receive
similar connection goodputs. TCP-DOOR [22] performs the
worst. RR-TCP and SACK TCP can make use of the SACK
option field to infer more accurately which outstanding data
segment(s) may have been lost in transit. TCP-DCR delays
triggering a congestion response and keeps sending one new
data segment upon the receipt of each duplicate ACK. TCP-
PR avoids further reduction of cwnd when more than one data
segment in the same congestion window is inferred to be lost.
However, TCP-DOOR does not yield any performance gain
with respect to the congestion control measures implemented
in TCP Reno [1] because no out-of-order event is detected.

When the retransmission limit is set to three, all six al-
gorithms achieve higher connection goodputs compared with
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Fig. 3. Connection goodput against packet error rate for various retransmis-
sion limits.

the scenario without link-layer retransmissions. For example,
when the packet error rate reaches 10%, TCP-DCR, TCP-
DOOR, and TCP-PR all enjoy more than 300% improvement
in connection goodput while RR-TCP receives a performance
improvement of 279%. The performance gain in connec-
tion goodput demonstrates the effectiveness of local recovery
through link-layer retransmissions.

Comparing the six schemes, TCP-DCR, TCP-PR and RR-
TCP achieve the best performance, while TCP-DOOR yields
a slightly lower connection goodput than the best three algo-
rithms. This observation matches with our former discoveries
in [17] that the algorithms for threshold adjustment and
those for the temporal approach (response postponement and
retransmission by timeout) generally perform better than those
for state reconciliation. The latter class of algorithms is only
able to recover the congestion state just before a congestion
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Fig. 4. Connection goodput against packet error rate for various path lengths.

response is taken. Hence, with persistent and substantial seg-
ment reordering, TCP-DOOR does not perform as good as
the captioned three solutions do. They can help TCP reduce
spurious retransmissions due to segment reordering, thereby
maintaining a larger congestion window and sustaining a
higher connection goodput. SACK TCP and TCPW get the
least performance gain since they provide no mechanisms to
alleviate performance degradation due to packet reordering
introduced by link-layer retransmissions.

The second set investigates the TCP performance of the
six schemes in the multi-hop wireless network. With link-
layer retransmissions at each wireless link, multi-hop wireless
relaying induces a more serious packet reordering than that in
the infrastructure-based wireless network. Thus, the number
of wireless hops for a connection increases with the degree
of packet reordering. Fig. 4 exhibits the connection goodput
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for the two-hop and six-hop connections. In both cases, TCP-
PR sustains the best connection goodput as its RTT and RTO
estimators are very effective in shielding the effect of packet
reordering. TCPW yields a similar performance in connection
goodput for both cases, because its bandwidth estimator is
effective in probing the available bandwidth for the connection
and is relatively less sensitive to packet reordering.

However, RR-TCP, SACK TCP, TCP-DCR, and TCP-
DOOR experience a significant performance degradation when
the number of hops for the connection increases from two
to six. This observation shows that these four algorithms are
not capable of sustaining the connection goodput with severe
packet reordering. Without effective RTT and RTO estimators,
the retransmission timeouts are frequently triggered by those
severely reordered packets, leading to dramatic performance
degradations.

V. CONCLUSIONS

The objective of this paper is two-fold. First, we com-
pare the performance, through computer simulations, of some
solutions for TCP packet reordering in wireless networks.
Second, we present an alternative method to improve the
connection goodput in wireless networks through link-layer
retransmissions and applying the solutions to TCP packet
reordering. Some link-layer retransmission approaches do not
attempt to maintain in-order packet delivery. This leads to
some segments, which belong to the same TCP flow, to arrive
at their destination out of order. Thus, the problem of high
channel error rates in wireless networks becomes the problem
of packet reordering due to link-layer retransmissions.

We have performed a simulation study to evaluate the per-
formance of four solutions for TCP packet reordering, namely,
RR-TCP, TCP-DCR, TCP-DOOR, and TCP-PR, under the sce-
narios of an infrastructure-based wireless network and a multi-
hop wireless network. We also compared them with SACK
TCP and TCPW. Our simulation study reveals that, without the
support of link-layer retransmissions, TCPW brings in substan-
tial performance improvement in wireless networks. However,
the captioned reordering algorithms outperform TCPW signifi-
cantly by applying some link-layer retransmission mechanisms
which do not maintain in-sequence packet delivery. Further-
more, TCP-PR outperforms all of the other five algorithms,
enjoying a greater connection goodput and fewer false fast
retransmissions. These observations demonstrate that TCP
performance can be significantly improved by employing an
efficient link-layer retransmission mechanisms and a solution
for TCP packet reordering in wireless networks.

There are several possible extensions of our work, some of
which are listed as follows:

• devise an integrated solution for all types of non-
congestive loss, including disconnection loss due to host
or network mobility;

• analyze the performance tradeoff between the retransmis-
sion limit and the cost of link-layer retransmissions; and

• implement and examine the performance of the reorder-
ing algorithms of TCP on experimental testbeds.
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