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Abstract— Source camera identification is the process of discern-
ing which camera has been used to capture a particular image.
One approach to this problem is to identify the differences in
standard processes among digital cameras. JPEG compression is
one of the standard processes in most consumer-level cameras. It
is a standard compression algorithm, however the size and quality
tradeoff is at the manufacturers and the users’ discretion. In this
paper, we focus on identifying some features that can differentiate
the characteristic quality and size tradeoff among different camera
models. Simulation is carried out to evaluate the success rate of
our method. The results show that our proposed features can
provide useful information to classify images originating from a
number of cameras.

I. INTRODUCTION

With the development of advanced technology, powerful
computers, high-resolution digital cameras and sophisticated
photo-editing softwares are now easily available. They can be
used to create digital forgeries that are hard to be distinguished
from authentic images. Therefore, there is an increased concern
about the integrity and authenticity of digital images, especially
those images presented as news items or evidence in court
cases. As a consequence, in image forensics, one would like
to ascertain the source and authenticity of a digital image. In
this paper, we focus on distinguishing between images captured
by a limited number of camera models.

An approach to solve the camera identification problem is to
make use of the CCD sensor noise patterns in digital cameras.
The noise pattern is caused by pixel non-uniformity, dust on
lens and dark currents introduced on the CCD sensor during the
manufacturing process. Each CCD sensor has a unique noise
pattern. Lukas et al. [1] proposed to use a Gaussian denoising
filter to extract the pattern noise. The reference noise pattern
of a camera is obtained by averaging a number of images. The
source camera of an image is then determined by the correlation
between its noise pattern and a camera’s reference noise pattern.

The camera identification problem can also be solved by
making use of the difference in image processing methods
among camera models. Demosaicing, gamma correction, color
processing and white balance are standard operations in digital
cameras [2]. However, the exact processing algorithms may
vary from one manufacturer to another. Therefore, the output
image may exhibit some traits of its source camera. Kharrazi
et al. [3] proposed to use a vector of thirty-four features
obtained from pixel intensities to represent an image. The
features include average pixel value, RGB pairs correlation,
center of mass of neighboring distribution, RGB pairs energy

ratio, wavelet domain statistics and a set of Image Quality
Metrics (IQM) [4]. A classifier is then used to identify the
source camera of an image.

In our previous work [5], [6], we proposed to use lens
radial distortion for the camera identification problem. As all
lens elements inevitably produce some aberrations, they may
leave some unique imprints on the images being produced. We
incorporated our radial distortion parameters with the features
proposed by Kharrazi et al. and a reasonably high accuracy was
obtained in the classification.

In this paper, we exploit the fact that most consumer-
level digital cameras employ Joint Photographic Experts Group
(JPEG) compression to their output images due to the memory
considerations. The use of the JPEG compression algorithm is a
balancing act between compressed image size and reconstructed
image quality. The tradeoff between size and quality varies
from one camera to another. If we can find out some features
to characterize this tradeoff, it is possible to classify images
originating from a number of cameras by JPEG compression.

This paper is organized as follows. In Section II, we first
give a review of the JPEG compression standard and the
features proposed to characterize the quality and size tradeoff
of a camera. Experimental results for a three camera case are
provided in Section III. The conclusion is presented in Section
IV.

II. JPEG COMPRESSION

JPEG compression is a standard stage in the camera pipeline
in most consumer-level digital cameras. Digital cameras use the
JPEG compression to balance the reconstructed image quality
and the compressed file size. In digital cameras, it is argued
that the JPEG compression has two objectives [7]:

• The compressed file size must not exceed a fixed size.
• The image quality must be maximized for the given

compression factor.

The first objective originates from the fact that JPEG com-
pression does not explicitly guarantee a compressed file size.
The file sizes of images with different contents under the same
compression factor may vary a lot. However, a digital camera
needs to predict the number of images that can be captured and
stored for the user. Therefore, the maximum compressed file
size must be kept under a threshold. Usually, a digital camera
repeatedly compresses an image several times until the target
file size is achieved [7], [8].
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The second objective is obvious because maintaining the
highest quality in a compressed image is a common goal in
image compression. In the JPEG standard, it only provides the
mechanism for discarding some high frequency contents while
keeping some low frequency contents in order to achieve the file
size reduction. JPEG allows much flexibility in designing the
quantization matrix for optimal trade-off of perceptual quality
versus file size. It is up to the digital manufacturers’ discretion
to design a right quantization table to improve the compression
factor or the quality for a fixed size image.

Although most digital cameras have these two objectives in
JPEG compression, the exact file size and quantization table
designs may vary from one manufacturer to the other, and
even in different camera models manufactured by the same
company. In this section, we will review the relevant portion of
JPEG compression standard and introduce a number of features
which try to capture these differences and help in classifying
the images originating from a number of cameras.

A. Relevant portion of JPEG standard

In JPEG compression [9], the image is first transformed from
RGB color space to LUV color space. Since the chrominance
components are often further subsampled in the compressed
image and luminance components are dominant, we will con-
sider luminance components only in this paper. After the
color transformation, the image is first divided into disjoint
blocks of 8×8 pixels. The discrete cosine transform (DCT) is
performed on each block to produce 64 DCT coefficients. Let
di(j) represents the jth DCT coefficient of the ith block. In
each block, all 64 coefficients are quantized to integers Di(j)
using the JPEG quantization matrix Q. The quantized DCT
coefficients can be written as:

Di(j) = r(
di(j)
Q(j)

), i = 1, 2, ..., T and

j = 1, 2, ..., 64 (1)

where T is the total number of blocks in the image and r(x)
is the integer round off function. It rounds off the variable x
to the nearest integer. The quantized DCT coefficients Di(j)
are arranged in zigzag form and further compressed by entropy
encoding.

B. Proposed features

A digital camera may have more than one JPEG quality
setting. Each quality setting has a specific tradeoff between
size and quality. With a limited number of camera models, the
characteristics of the JPEG quality settings may be distinctive.
As a consequence, we can identify the JPEG quality setting of
an image, hence the source camera of the image.

In order to capture the image quality and file size tradeoff,
the most trivial feature is to measure the number of bits
used to store a pixel in a compressed image. As we have
discussed in the previous paragraphs, the first objective of JPEG
compression in digital cameras is to reduce the file size below
a threshold and the second objective is to maximize the quality.
Combining these two objectives, we can draw a conclusion that

the file sizes of images under a JPEG quality setting should be
within a range.

Different camera models may have their own schemes in
assigning quantizers’ step size for maximizing the image qual-
ity under a specific bit rate. During the quantization, the DCT
coefficients with less visual significance will be quantized by
larger step size. According to [10], the zero quantized DCT
coefficients mainly contribute to the compression performance.
Therefore, we measured the percentages of non-zero integers
in each DCT coefficients in order to find out which DCT
coefficients are more likely to be discarded for compression
in each camera. Let n(j) represents the number of non-zero
integers in jth DCT coefficient in all blocks. The percentage
of non-zero integers p(j) can be written as:

p(j) =
n(j)

∑64
j=1 n(j)

× 100%, j = 1, 2, ..., 64. (2)

As a result, we obtain 64 percentage values in each image.
In this paper, it is assumed that we only have the pixel

intensities of the images and we have no access to the JPEG
header information because the header information can be eas-
ily manipulated. Therefore, we estimated the quantization table
from the pixel intensities, and then we used it to recompress
the image to measure the bit per pixel and the percentages of
non-zero integers in each DCT coefficient. The method used
to estimate the quantization table was proposed by Fridrich
in [11]. For each image under consideration, a vector of sixty-
five features is extracted from the image. Assuming that a
collection of images is available for each possible camera
JPEG quality setting, they are then used to train a classifier
for distinguishing between images originating from a specific
camera.

III. EXPERIMENTAL RESULTS

A. Cameras and test images

In order to observe the effectiveness of our proposed features
in classifying images originating from a digital camera, we
conducted a number of experiments to verify this. In our
experiments, we used four different cameras which are recent
models from four popular brands. The images were taken with
no flash, auto-focus, no manual zooming, and other settings
set to the default values. Each camera may have more than
one JPEG quality setting. An image data set was prepared
by taking 100 images with each JPEG compression setting
randomly around the university campus. The configurations of
the cameras are shown in Table I. Figure 1 presents some of
the samples from our image data set. After collecting the data
set, the proposed measures were calculated for each image.

B. Image classification by JPEG compression statistics

Since a camera may have more than one JPEG quality
setting, we assign each JPEG quality setting of a camera as a
class. After collecting the data set, the proposed features were
measured from each image. We use a SVM classifier [12], [13]
for training and testing. The steps are as follows:



Fig. 1. Sample images captured by Camera A with ‘High Quality’ JPEG
compression.

TABLE I

CAMERAS USED IN EXPERIMENTS AND THEIR PROPERTIES

Class Camera
Model

Resolution JPEG Quality

1 A 2560×1920 Super High Quality

2 A 2560×1920 High Quality

3 A 2048×1536 Super Quality

4 B 1600×1200 Fine

5 B 1600×1200 Normal

6 C 2560×1920 Fine

7 C 2560×1920 Normal

8 D 1600×1200 Fine

9 D 1600×1200 Normal

10 D 1600×1200 Economy

1) 40 images from each class were randomly selected to
train a classifier.

2) The rest of the images were used to test the classifier.
3) Step 1 and Step 2 were repeated 10 times and the average

classification accuracy is obtained.

We grouped the success rate of different classes from the
same camera together. The success rate of the classification
for Camera A, Camera B, and Camera C are 93%, 92%, 93%
and 91% respectively. The average accuracy obtained is 92%
and the corresponding confusion matrix is in Table II.

The scatter plot of the percentages of non-zero integers in
coefficient (2,2) and coefficient (3,5) is presented in Figure 2.
To facilitate reading on a small graph, we only showed 30 points
for each class. Even in this two-dimensional space, these classes
are clearly separable in some cases.

The classification results in Table II and the scatter plot in
Figure 2 show that it is feasible to identifying the source camera
of a digital image by JPEG compression statistics.

Although our initial results are encouraging, there are two
main limitations. Firstly, this method cannot apply to all cam-

TABLE II

THE CONFUSION MATRIX FOR CAMERA IDENTIFICATION

Predicted (%)
Camera A B C D

Actual (%) A 93 1 2 4
B 6 92 0 2
C 4 0 93 3
D 7 2 0 91

Average Accu-
racy (%)

92
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Fig. 2. Scatter plot of percentages of non-zero integers in coefficient (2,2) and
coefficient (3,5). Even in this reduced space, the classes are clearly separable
in some cases.

eras because some cameras use one fixed quantization table for
all images. Secondly, it is possible that when the number of
cameras increases, it may not be able to distinguish the cameras
by only using the JPEG compression. However, we believe
that our proposed features are another evidence, which can be
used together with the Kharrazi’s proposed features [3] and
our lens distortion parameters [5], for solving source camera
identification problem.

IV. CONCLUSION

In this paper, we examine the JPEG compression statistics
left on the images for identifying the source camera of a digital
image. We propose to use the bit per pixel and the percentage of
non-zero integers in each DCT coefficient to capture the quality
and size tradeoff of a digital camera. A classifier based on the
proposed features is built and used to evaluate the effectiveness
of these features. We show that it is feasible to classify images
originating from a three camera model by JPEG compression
statistics.

ACKNOWLEDGMENT

The work described in this paper was partially supported by
a grant from the Research Grants Council of the Hong Kong
Special Administrative Region, China (Project Number HKU
7143/05E).



REFERENCES

[1] J. Lukáš, J. Fridrich, and M. Goljan, “Determining digital image origin
using sensor imperfections,” in Image and Video Communications and
Processing, ser. Proc. SPIE, vol. 5685, 2005, pp. 16–20.

[2] J. Adams, K. Parulski, and K. Spaulding, “Color processing in digital
cameras,” IEEE Micro, vol. 18, no. 6, pp. 20–30, 1998.

[3] M. Kharrazi, H. T. Sencar, and N. Memon, “Blind source camera
identification,” in International Conference on Image Processing, 2004,
pp. 709–712.

[4] I. Avcibas, N. Memon, and B. Sankur, “Steganalysis using image quality
metrics,” IEEE Transactions on Image Processing, vol. 12, no. 2, pp.
221–229, 2003.

[5] K. S. Choi, E. Y. Lam, and K. K. Y. Wong, “Source camera identification
using footprints from lens aberration,” in Digital Photography II, ser.
Proc. SPIE, vol. 6069, 2006, pp. 155–162.

[6] ——, “Feature selection in source camera identification,” in IEEE Inter-
national Conference on Systems, Man and Cybernetics, 2006.

[7] M. Mancuso and S. Battiato, “An introduction to the digital still camera
technology,” ST Journal of System Research — Special Issue on Image
Processing for Digital Still Camera, vol. 2, no. 2, 2001.

[8] V. Ratnakar and M. Livny, “An efficient algorithm for optimizing DCT
quantization,” IEEE Transactions on Image Processing, vol. 9, no. 2, pp.
267–270, 2000.

[9] G. K. Wallace, “The JPEG still picture compression standard,” ser.
Communications of the ACM, vol. 34, no. 4, 1991, pp. 30–44.

[10] J.-Y. Lee and H. W. Park, “A rate control algorithm for DCT-based
video coding using simple rate estimation and linear source model,” IEEE
Transactions on Circuits and Systems for Video Technology, vol. 15, no. 9,
pp. 1077–1085, 2005.

[11] J. Fridrich, M. Goljanb, and R. Dub, “Steganalysis based on JPEG
compatibility,” in Multimedia Systems and Applications IV, ser. Proc.
SPIE, vol. 4518, 2001, pp. 275–280.

[12] C.-C. Chang and C.-J. Lin, LIBSVM: a Library for Support Vector Ma-
chines. Software available at http://www.csie.ntu.edu.tw/˜ccjlin/libsvm,
2001.

[13] R. O. Duda, P. E. Hart, and D. G. Stork, Pattern Classification. New
York: Wiley, 2001.


